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2.3. ROUTEROS RELEASES CHAPTER 2. ROUTEROS SOFTWARE

2.2.2 Package Format

Packages are downloaded in a compressed Zip file and extracted into a directory with individual
package files. Each package is an .npkformat file that is digitally signed by MikroTik. As of late
2017 it is not possible to generate your own packages for RouterOS or easily view the contents of
existing package files. It is also not possible to upload custom or proprietary drivers for third-party
hardware.

2.2.3 Downloading Packages

Download additional packages if you need their featured capabilities (p. from the MikroTik
download page at the following URL:

https://mikrotik.com/download

The downloaded package files can be dragged into the Winbox File window or uploaded via FTP
or SSH. A reboot of the device will force RouterOS to detect and install the newly-uploaded files.
Once packages are installed the built-in package manager can update them in-place. Consult the
guidance on package releases in the next section to ensure you're using the software branch that’s
right for your networks.

2.3 RouterOS Releases

Four RouterOS software branches are available for download on the MikroTik download page.
Each of the following release branches has its place in enterprise and provider networks:

e Current

e Bugfix Only

e [egacy

e Release Candidate (RC)

For many MikroTik users the current branch will always be the most appropriate.

2.3.1 Current

The current branch is the latest stable version of RouterOS. This includes the latest tested features,
bugfixes, and patches. It is recommended for production environments that you run the current
software branch available for your devices. Be sure to test the new version first on non-production
devices before widespread implementation when upgrades for this branch are available.
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CHAPTER 2. ROUTEROS SOFTWARE 2.4. UPDATING ROUTEROS

2.3.2 Bugfix Only

The bugfix only branch for a given release is a roll-up of bug fixes with none of the additional func-
tionality that has been subsequently released. If you’re stuck on a particular release for whatever
reason and can’t upgrade but still require a bug fix then this is the release for you.

2.3.3 Legacy

The legacy branch is a past milestone release that was considered stable at the time. While it was
stable at the time of release, this branch does not receive any bug fixes. Compatibility issues with
hardware, known issues with a particular architecture, or other unique circumstances could warrant
use of the Legacy branch. Running this branch in production would be a last resort and you should
engage MikroTik support in the meantime. Unless there is a very specific reason to remain on the
legacy branch it’s recommended you upgrade to current.

2.3.4 Release Candidate

The Release Candidate (RC) branch is for those who want to test ’bleeding edge” software fea-
tures and improvements. This branch is meant for testing only, and it is not officially supported for
production use like the current branch is. The RC branch should not be run in production networks
outside of limited, well-controlled tests. Typically the MikroTik staff will announce new RC ver-
sions on the forum and ask for feedback from those doing testing. If you deploy RC for testing in
your networks and discover a bug you should report it in the forum thread so it can be addressed.

2.4 Updating RouterOS

It’s important to keep abreast of changes in the Changelog (p. [2) and subscribe to the MikroTik
newsletter (p. [2)) for the latest information about software updates and features. Attackers won’t
hesitate to take advantage of bugs or other vulnerabilities in outdated software. Keeping RouterOS
updated is another layer in your DiD security strategy.
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2.4. UPDATING ROUTEROS CHAPTER 2. ROUTEROS SOFTWARE

2.4.1 Check for Updates

Checking for software updates is easy, but the upgrade process requires a few things to be config-
ured first:

1. Internet connectivity
2. Available DNS server(s)
3. Correct software release channel

The first two items should be easy, especially if you’re using the default configuration with a DHCP
client running on etherl To check for updates first verify that your device is set to the right branch
with the ”set channel=..”’ command. Once the release channel is set, kick off the step that checks
for available updates. An example of the entire task using the release-candidatehannel is shown

in Figure[2.5}

[admin@MikroTik] > /system package update
[admin@MikroTik] /system package update> set channel=release-candidate
[admin@MikroTik] /system package update> check-for-updates
channel: release-candidate
current-version: 6.41rc9
latest-version: 6.41rcH
status: System is already up to date

[admin@MikroTik] /system package update> _

Figure 2.5: Checking for Updates

To run this process with the current branch the ”set channel=current command modifies that
option. In this case no update is available for the RC software release. The example in Figure [2.6|
shows a new version available in the RC branch:

[admin@MikroTik] > /system package update check-for-updates
channel: release-candidate
current-version: 6.38.5
latest-version: 6.39rc72
status: New version is available

[admin@MikroTik] > _

Figure 2.6: New Version Available

The equivalent functionality can be found in Winbox under Systen» Packagess shown in Fig-
ure 2.7 on the following page}
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CHAPTER 2. ROUTEROS SOFTWARE

2.4.4 Disabling RouterOS Packages

Not all packages will be used on every MikroTik device in your network. With that in mind, a
good best practice to follow is disabling or removing any packages you don’t need. For example,
if you’re not using IPv6 addresses then the ipv6 package isn’t needed. Use the following command

to disable a package not currently in use e.g. ipv6:

/system package disable ipv6

Once that command is run if you run "/system package printagain the status of the IPv6 package

will be ’scheduled for disableas shown in Figure

> [system package disable ipv6
> [system package print

[admin@MikroTik]
[admin@MikroTik]

Flags: X - disabled

# NAME VERSION
0 routeros-mipsbe 6.39rc72
1 system 6.39rc72
2 ipv6 6.39rc72

3 wireless 6.39rc72
4 X hotspot 6.39rc72
5 dhcp 6.39rc72
6 mpls 6.39rc72
7 routing 6.39rc72
8 X ppp 6.39rc72
9 security 6.39rc72
10 advanced-tools 6.39rc72
11 multicast 6.39rc72
[admin@MikroTik] > _

SCHEDULED

scheduled for disable

Reboot the device and the package will automatically be disabled. In Figure [2.10] the hotspot
and ppp packages had already been disabled, and that’s how ipv6 will appear after a reboot. Re-
enabling packages works much the same way. To re-enable the ipv6 package use the following

commands:

Figure 2.10: Disabled Package

/system package enable ipve6
/system reboot
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2.5. ROUTERBOOT FIRMWARE CHAPTER 2. ROUTEROS SOFTWARE

2.5 RouterBOOT Firmware

Once a RouterBOARD is powered on, the RouterBOOT environment is the first to load. Per
MikroTik’s RouterBOOT documentationf]

"RouterBOQT is responsible for starting RouterOS in RouterBOARD devices”

Periodically MikroTik publishes updates to the RouterBOOT software that can be installed via
the built-in upgrade commands. First find the current firmware version using the command in

Figure 2.11}

[admin@MikroTik] > /system routerboard print
routerboard: yes
model: RouterBOARD 952Ui-5ac2nD

serial-number: 6CBAQ0G6ED497F
firmware-type: gca9531L

factory-firmware: 3.29

current-firmware: 3.41

upgrade-firmware: 3.41

[admin@MikroTik] > _

Figure 2.11: RouterBOARD Firmware Version

In this case the “current- rmware”’ version is the same as the “upgrade- rmware’, meaning no
upgrades are available. If the device were power-cycled with the reset button pressed for a few
seconds the unit would revert to the “factory- rmware’ loader version for device recovery. As of
this writing it’s not possible to upgrade the factory- rmware version that’s installed.

When a firmware update is available for the current- rmware version the /system routerboard
upgradé€ command downloads and installs it. However, the installation won’t fully take effect
until the device is rebooted. This makes firmware upgrades safe to do while in production but the
reboot caveat still applies.

https://wiki.mikrotik.com/wiki/Manual:RouterBOOT
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CHAPTER 2. ROUTEROS SOFTWARE 2.6. REVIEW QUESTIONS

2.6 Review Questions

1. Which software bootstraps the RouterOS environment?
(a) RouterBOOT
(b) RouterBIOS
(c) NetBOOT
(d) MikroTik IOS
2. What is the most appropriate RouterOS release channel for production router devices?
(a) RouterOS v6
(b) Bugfix
(c) Release Candidate
(d) Current
3. What file format are RouterOS packages contained in?
(a) .pkg
(b) .npk
(c) .deb
(d) .tar
4. What command would disable the IPv6 package in RouterOS?
(a) /system software disable ipv6
(b) /system package disable ipv6
(¢) /system running disable ipv6
(d) /system os disable ipv6
5. What service must be available for RouterOS to check for updates?
(a) DNS
(b) DHCP
(c) FTP
(d) SFTP
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2.6. REVIEW QUESTIONS CHAPTER 2. ROUTEROS SOFTWARE

10.

You can create and upload your own .npkfiles for RouterOS.
(a) True
(b) False

. What is the most appropriate RouterOS release channel for bench-testing new features?

(a) RouterOS v6

(b) Bugfix

(c) Release Candidate
(d) Current

. Which CHR virtual hard disk format would be used on Microsoft Hyper-V?

(a) ISO

(b) Raw Disk Image
(c) OVF

(d) VHDX

. A reboot is required to complete an update of RouterOS.

(a) True
(b) False
It’s possible to update the factory- rmware version of RouterBOOT.
(a) True
(b) False
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CHAPTER 2. ROUTEROS SOFTWARE 2.7. REVIEW ANSWERS

2.7 Review Answers

10.

. Which software bootstraps the RouterOS environment?

A —RouterBOOT (p. [34)
What is the most appropriate RouterOS release channel for production router devices?

D — Current (p. 28)

. What file format are RouterOS packages contained in?

B — .npk (p.
What command would disable the IPv6 package in RouterOS?
B — /system package disable ipy& [33)

. What service must be available for RouterOS to check for updates?

A —DNS (p. B0)

You can create and upload your own .npkfiles for RouterOS.

B — False (p. [28)

. What is the most appropriate RouterOS release channel for bench-testing new features?

C — Release Candidate (p.

. Which CHR virtual hard disk format would be used on Microsoft Hyper-V?

D — Virtual Hard Disk (VHDX) (p. [24)

. A reboot is required to complete an update of RouterOS.

A — True (p.[31)
It’s possible to update the factory- rmware version of RouterBOOT.

B — False (p.
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Chapter 3

Defaults

The default configurations of RouterOS devices is fairly straightforward and consistent across
devices. On smaller RouterBOARD devices meant for the SOHO environment there will be a NAT
rule and firewall rules to allow traffic out and block traffic inbound. Larger devices like the CCR
line have a default IP address but no firewall or NAT rules and technicians are expected to apply
usable configurations.

To view the default configuration at the console use the following command:

/system default-configuration print

The output is quite long and will display one page at a time. It also includes scripting logic to
selectively apply configurations depending on the hardware installed in the platform and other
factors. Use the spacebar to page through the configuration lines, and once you’re done use the
”Q” key to quit.

3.1 Credentials

The default credentials for accessing MikroTik devices are easy to remember:
e Username: admin
e Password: No Password

A prudent administrator should create a complex password for the adminuser before configur-
ing anything else. Best practices for networks requiring heightened security may require that the
default account be disabled in favor of individual administrator accounts. This would meet the
PCI-DSS requirement outlining the use of shared accounts [3, p. 13]:

"Do not use group, shared, or generic IDs, passwords, or other authentication meth-
ods...”
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CHAPTER 3. DEFAULTS 3.2. INTERFACES

Having unique accounts for each person logging into the device enables accountabilityfor changes
made on devices in the organization. See page [81|for the commands to create, update, and remove
router credentials.

3.2 Interfaces

On many RouterOS devices for the SOHO environmen the first Ethernet interface (ether)) is
configured as the Wide Area Network (WAN) port. Ethernet ports ether2and beyond are pre-
configured for Local Area Network (LAN) access. This kind of configuration makes implement-
ing MikroTik in smaller branch and home offices fairly plug-and-play. MikroTik Switch Chip
documentatio shows the exact default configuration for each model. On larger devices targeted
for enterprises and service providers there is little or no default configuration. On these units it’s
expected that a more custom network configuration will be implemented.

3.3 Local Area Network Addresses

The default IP address and network is the same for all MikroTik products that arrive pre-addressed:
o [P Address: 192.168.88.1
e Subnet Mask: 255.255.255.0 (/24)
e Network Address: 192.168.88.0
e Broadcast Address: 192.168.88.255

Using the 192.168.88.0/24etwork is distinct to MikroTik devices and should be committed to
memory. Plugging a DHCP client into ether2and beyond puts that host on the 192.168.88.0/24
network. The DHCP lease assigned to each LAN host will also point to the MikroTik router as the
default gateway and DNS server.

NOTE: Virtual routers like the CHR and x86 instances do not have pre-configured ad-
dresses.

3.4 Dynamic Addresses

Most RouterOS devices are configured with a DHCP client on the first Ethernet interface and a
DHCEP server running on the others. Larger devices may not have these default configurations but
creating them doesn’t take long.

'RB700 and 900-series, hAP models, etc.
thtps ://wiki.mikrotik.com/wiki/Manual:Switch_Chip_Features
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3.4. DYNAMIC ADDRESSES CHAPTER 3. DEFAULTS

3.4.1 WAN DHCP Client

A DHCEP client runs on etherlby default on RouterBOARD units, requesting a dynamic IP address
from the upstream service provider. For most home-based users and typical business broadband

connections this is the only configuration needed to get the router connected to the ISP. An example
of the default client is shown in Figure

[admin@MikroTik] > /ip dhcp-client print detail

Flags: X - disabled, I - invalid

0 ;+; defconf

interface=etherl add-default-route=yes default-route-distance=1 use-peer-dns=
yes use-peer-ntp=yes dhcp-options=hostname,clientid status=bound address
=192.168.1.38/24 gateway=192.168.1.1 dhcp-server=192.168.1.1 primary-dns
=8.8.8.8 secondary-dns=8.8.4.4 expires—-after=12h47m39s

[admin@MikroTik] > _

Figure 3.1: Default WAN DHCP Client

In Winbox the DHCP Client is located under IP > DHCP Client The Use Peer DNSption is set
to yesso the router itself can query DNS and function as a local caching server for LAN clients.
The Add Default Routeption is also set to yes because it’s assumed the upstream ISP connection
is the only connection outbound. Multi-homed router configurations may need to change this last
option.

Virtual CHR instances come with a DHCP client configured and enabled automatically on interface
etherl This could be used as a WAN connection to an upstream provider, or to automatically
configure a local address for a service like The Dude (p. 281).

3.4.2 LAN DHCP Server

A DHCP server runs by default on most RouterBOARD routers, assigning IP addresses in the
192.168.88.0/24 network with 192.168.88.1 as the gateway. The router uses itself as a caching
DNS server and assigns the 192.168.88.hddress as the local DNS server by default. With ether2
through ether5and the Wireless LAN (WLAN) interfaces all bridged together it makes smaller
routers fairly turn-key. DHCP is covered more in-depth on page [I14]

It should be noted on CHR instances running as a VM there is no default DHCP server running
and no local 192.168.88.1/24 address assigned.
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CHAPTER 3. DEFAULTS 3.5. FIREWALL

3.5 Firewall

A number of firewall rules exist to protect most RouterBOARD devices as soon as they come
online. They can protect the device from spurious connections from the outside, though the lack
of a complex default password still creates a vulnerability. CHR instances have no default firewall
rules configured at all. The Firewall is covered more in-depth on page On devices that do
have default firewall rules the following sections give an overview of the traffic that’s allowed.

3.5.1 Forward Traffic

By default, connections are allowed outbound throughthe router via the default NAT masquerade
rule. This traffic is allowed from all local networks both wired and wireless. Traffic inbound to the
WAN port that is not part of an already established outbound connection is dropped to prevent an
attacker from spoofing traffic to your internal networks. NAT rules are covered more in Chapter[13]

3.5.2 Input Traffic

Connections inbound on the WAN port that haven’t been initiated outbound previously are blocked.
This stops port scans and other types of reconnaissance from succeeding. Connections to the router
from internal networks are allowed, allowing network administrators easy access via Winbox, SSH,
etc. However, one exception is made in default firewall rules for Internet Control Message Protocol
(ICMP) traffic, allowing anyone to send an ICMP Echo (ping) to the device. While this can be
helpful for bootstrapping a router or troubleshooting, compliance standards like PCI-DSS do not
allow for these kind of connections from external hosts.

3.5.3 Output Traffic

By default, connections are allowed outbound from the router itself to upstream resources like
DNS and NTP servers. No active filtering is configured by default for traffic matching the Output

chain (p. [I72).

3.5.4 NAT

The router will NAT Traffic headed outbound to the Internet via the etherlinterface by default.
All traffic will appear to originate from the publicly routable address, either statically assigned or
dynamically IP assigned by the ISP.
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3.6 IP Services

RouterOS instances run a number of services right out-of-the-box. This makes routers very ac-
cessible right out-of-the-box but can also have security implications. A production device should
have unsecure protocols like Hypertext Transfer Protocol (HTTP) and FTP turned off in favor of
more secure protocols like HTTP Secure (HTTPS) and SSH. Table lists network services -
other than routing protocols - that RouterOS runs. Most services are enabled by default and some
service pruning is required to secure your devices.

Service Protocol | Port | Default Enabled
API TCP 8728 | X
API-SSL TCP 8729 | X
Bandwidth Test Server | TCP 2000 | X
DNS TCP, UDP | 53

FTP TCP 20,21 | X
NTP UDP 123
SNMP UDP 161

SSH TCP 22 X
Telnet TCP 23 X
UPnP TCP 2828
Winbox TCP 8291 | X
WWwW TCP 80 X
WWW-SSL TCP 443 X

Table 3.1: IP Services
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3.7 Review Questions

1. Telnet is enabled by default and can be used to administer RouterOS devices.
(a) True
(b) False

2. Which technology is used to allow internal hosts to connect to the internet via a single
publicly-routable IPv4 address?

(a) GRE
(b) NAT
(c) IP Helper
(d) SLAAC
3. What is the password for the default adminRouterOS user?
(a) mikrotik
(b) admin
(c¢) No password
(d) router
4. Which Network ID does a default installation of RouterOS use for the LAN?
(a) 192.168.88.0
(b) 192.168.88.1
(c) 192.168.1.0
(d) 192.168.1.1
5. Which interface on a SOHO router is typically configured to be the WAN out-of-the-box?
(a) ether3
(b) ether2
(c) etherl
(d) etherO

43



3.7. REVIEW QUESTIONS CHAPTER 3. DEFAULTS

6. How is the IPv4 address assigned on the WAN interface for a RouterBOARD with the default
configuration?

(a) SLAAC
(b) DHCP
(c) BOOTP
(d) PXE
7. Which NAT action is used to translate traffic out to the ISP using a single public IP address?
(a) Mangle
(b) DST-NAT
(c) Masquerade
(d) SRC-NAT

8. What dynamic address will be handed out to the first DHCP client that requests it from a
default RouterOS installation?

(a) 192.168.1.2
(b) 192.168.88.1
(c) 192.168.88.0
(d) 192.168.88.254
9. Output-type traffic is filtered by default in the firewall.

(a) True
(b) False

10. Which protocol is permitted inbound to the router on all interfaces by default?
(a) UDP
(b) GRE
(c) TCP
(d) ICMP
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3.8 Review Answers

10.

. Telnet is enabled by default and can be used to administer RouterOS devices.

A — True

Which technology is used to allow internal hosts to connect to the internet via a single
publicly-routable IPv4 address?

B — NAT

. What is the password for the default adminRouterOS user?

C — No password
Which Network ID does a default installation of RouterOS use for the LAN?
A —192.168.88.0

Which interface on a SOHO router is typically configured to be the WAN interface out-of-
the-box?

C —etherl

How is the IP address assigned on the WAN interface for a RouterBOARD with the default
configuration?

B — DHCP

. Which NAT action is used to translate traffic out to the ISP using a single public IP address?

C — Masquerade

. What dynamic address will be handed out to the first DHCP client that requests it from a

default RouterOS installation?

D - 192.168.88.254

. Output-type traffic is filtered by default in the firewall.

B — False
Which protocol is permitted inbound to the router on all interfaces by default?

D - ICMP
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Chapter 4

Accessing the Router

There are more than a few ways of accessing and configuring MikroTik devices. Methods range
from command line to web access, desktop access with Winbox, and even an Application Pro-
gram Interface (API). With command structure being consistent throughout the platform it makes
administration easy once technicians are familiar with commands.

4.1 Access Methods

RouterBOARD devices can be accessed and configured in a few different ways. In fact, you don’t
even have to configure an IP address on a device to get access to it on the network. Devices can be
configured via graphical interfaces or via Command Line Interface (CLI). Here are the methods of
accessing RouterBOARD devices and virtual RouterOS instances:

e Serial Port (select models)

o L.CD Touch Screen (select models)
e Telnet

e SSH

Webfig (HTTP & HTTPS)

e Winbox
o MAC Winbox
e API & API-SSL

All these methods give you access to create, update, and remove configuration options. Winbox
and Webfig can easier to use than the others for technicians that aren’t comfortable with the CLI
environment. As of this writing there are some options available from the command line that
haven’t been integrated into Winbox or Webfig. Fortunately there aren’t many, but be aware that it
does happen.
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For more advanced enterprises and service providers it’s also possible to centralize management
of RouterOS via orchestration software like Ansible, Puppet, and Chef.

4.2 Serial Port

The hardware serial port allows you access the device directly and recover it if needed. A null-
modem type cable is required to connect to the device from a computer. Software like Microsoft’s
HyperTermina]E] or PuTTYE] in ”Serial” mode are required to interact with the console. For CRS
and RB-2011 devices a "Cisco-style” RJ-45 to DB-9 connection is required, but those cables are
cheap and most network administrators have one squirreled away from working with other vendors’
equipment. The default serial line configuration is as follows:

e Baud Rate: 9600

e Data Bits: 8

Parity: None

Stop Bits: 1

Flow Control: None

4.3 LCD Touchscreen

Some RouterBOARD models like the RB-2011, CCR, and CRS feature an Liquid Crystal Display
(LCD) touchscreen on the front or top of the device. This screen can be used to monitor interface
traffic and do basic configurations like changing IP addresses. By default, the LCD screen is Per-
sonal Identification Number (PIN)-protected, but the default PIN is ”1234”. For security reasons
this PIN should be changed, or the LCD screen should be set to “read-only” using the following
commands:

/lcd
set pin=1739
set read-only-mode=yes

In read-only mode the PIN does not apply. A non-default PIN should always be set in case the
LCD is taken out of read-only mode in the future. An example of the LCD touchscreen from the
front of the RB2011 is shown in Figure 4.1 on the next pagel Another example was shown on the
front of a CCR model in Figure|1.9 on page 11]

'Last supported in Windows XP
2QOther clients like SecureCRT work well too, but for the purposes of this book PuTTY is the preferred client
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400Mbps

300Mbps
200Mbps

100Mbps

Image Credit: MikroTik
Figure 4.1: LCD Screen

4.4 Telnet

Like in many systems Telnet is available for command line configuration, though it is not a secure
protocol. All usernames and passwords are sent in plain-text and easy to sniff with tools like
Wireshark or Cain & Abel. When possible disable Telnet and use SSH instead. If Telnet must be
used for whatever reason it should be isolated to a dedicated Virtual LAN (VLAN) or management
network. Disable Telnet if possible with the commands shown in Figure 4.2}

[admin@MikroTik] > /ip service

[admin@MikroTik] /ip service> set telnet disabled=yes
[admin@MikroTik] /ip service> print where name=telnet
Flags: X - disabled, I - invalid

# NAME PORT ADDRESS CERTIFICATE

0 XI telnet 23

[admin@MikroTik] /ip service> _

Figure 4.2: Disabling Telnet Service

4.5 Secure Shell

SSH gives technicians the ability to administer a router from the command line securely. SSH
should be used in lieu of Telnet whenever possible. It’s also possible to securely transfer files over
an SSH connection, and orchestration software like Ansible uses SSH for connections. As secure
as SSH is, it’s recommended that you enable more robust encryption ciphers using the following
command:

/ip ssh set strong-crypto=yes
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This type of restore operation doesn’t force a reboot like the binary restore did on page [/3| but it
may cause some clients and networks to disconnect. The effect on your network will depend on
what settings are being reverted by the configuration restore.

5.11 Using USB Storage

Almost all Router BOARD models come with a built-in USB port for connecting GPS devices or
wireless modems. These ports can also be used to attach USB thumb drives for backup storage. If
the onboard flash storage were to fail you could still retrieve backup configuration copies from the
USB storage. Insert a thumb drive then use the command shown in Figure [5.26}

admin@MikroTik] > /disk print
NAME LABEL TYPE DISK FREE SIZE
unknown USB 2.0 FD 3864.0MiB

—_ O #* —

admin@MikroTik] > _

Figure 5.26: List Disks

Format the attached storage with the command shown in Figure

[admin@MikroTik] > /disk format-drive O label=Backup file-system=fat32
formatted: 23%
—— [Q quit|D dump|C-z pause]

Figure 5.27: Formatting USB Storage

In this case the fat32 option is used because the thumb drive becomes readable and writable by
Microsoft, Linux, and Apple hosts. The ext3file system is used on page for Dude monitoring
data storage where portability isn’t as important as performance. In Winbox click the Files button
and a new ”Diskl’ entry should appear. The “/disk print’ command will also list the new storage
details as shown in Figure [5.28}

[admin@MikroTik] > /disk print

# NAME LABEL TYPE DISK FREE SIZE
0 diskl BACKUP fat32 USB 2.0 FD 3803.2MiB  3864.0MiB
[admin@MikroTik] > _

Figure 5.28: Listing Formatted USB Storage

Use the steps to create a device backup file on page then in the Winbox Files window click-
and-drag the backup file to the disk1directory.
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5.12 Device Reset

Devices that are being used for bench-testing, networking labs, or other non-production roles of-
ten need settings completely reset. This can be done quickly and easily with the ”/system reset-
con guration ...” command. The reset command has options for keeping credentials already
in-place and default settings after the reset. To completely “nuke” a device and remove all config-
uration items use the command shown in Figure

[admin@MikroTik] > /system reset-configuration keep-users=no no-defaults=
yes
Dangerous! Reset anyway? [y/N]:

y

System configuration will be reset

Figure 5.29: Complete Device Reset

After entering y” at the console the system immediately reboots and wipes all configuration set-
tings. It reverts back to having no IP addresses assigned and has the default “admiri’ user with no
password. To see what’s in the default configuration for each RouterOS instance before doing a
complete reset run the /system default-con guration prifitcommand.
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5.13 Review Questions

1. Which console command will list all sub-commands and brief description for each?
(a) Question Mark
(b) Tab
(c) Double Tab
(d) Tilde
2. Which command moves up the command hierarchy at the console?
(a) .
(b) ..
(c) ...
d -

3. Which mode rolls back changes made in the current session if it’s disconnected unexpect-
edly?

(a) Command Mode
(b) Commit Mode
(c) Enable Mode
(d) Safe Mode

4. Which option makes DNS services available on the router to internal and external network
hosts?

(a) allow-remote-requests=yes
(b) allow-dns=yes
(c) drop-remote-requests=no
(d) remote-name-query=yes
5. Which feature puts basic, default settings in place that work for most SOHO environments?
(a) Factory reset
(b) Quick Set
(c) Default Set
(d) Mainboard Jumper
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6. What protocol updates a router’s data and time?
(a) ICMP
(b) IGMP
(c) NTP
(d) SMTP
7. The ”/system exportcommand creates a binary backup file for a router.
(a) True
(b) False
8. What will RouterOS use DNS servers for?
(a) Locating MikroTik update servers
(b) Pinging well-known domain names for troubleshooting
(c) Resolving IP addresses for domain names used in address lists
(d) All of the above

9. Which security group is appropriate for analysts who need to view logs but not change
configurations?

(a) Full
(b) Write
(c) Read
(d) Read-Only
10. Which command sets the router’s host name to router.lari’?
(a) /system hostname set name=router.lan
(b) /system name set name=router.lan
(c) /system identity set name=router.lan

(d) /system prompt set name=router.lan

79



5.14. REVIEW ANSWERS CHAPTER 5. CONFIGURING ROUTEROS

5.14 Review Answers

10.

. Which console command will list all sub-commands and brief description for each?

A — Question mark (p. [64)

Which command moves up the command hierarchy at the console?

B — Double-stop (..) (p. [60)

. Which mode rolls back changes made in the current session if it’s disconnected unexpect-

edly?
D — Safe Mode (p.

Which option makes DNS services available on the router to internal and external network
hosts?

A - allow-remote-requests=y&p. [129)

. Which feature puts basic, default settings in place that work for most SOHO environments?

B — Quick Set (p.

What protocol updates a router’s data and time?

C - NTP (p.[71)

. The ”/system expoftcommand creates a binary backup file for a router.

B — False (p.

. What will RouterOS use DNS servers for?

D — All of the above (p. [128))

. Which security group is appropriate for analysts who need to view logs but not change

configurations?

D — Read (p.

Which command sets the router’s host name to “’router.lan’?

C — /system identity set name=router.lgn [69)

80



Chapter 6

Managing Users

Users have the ability to log in to the device directly, monitor device performance, make settings
changes, and list configured settings and options. Users are granted permissions by having a mem-
bership in a group. There are three default groups and one administrative user pre-configured on
RouterOS.

This chapter is placed ahead of the others that include managing interfaces and addresses because
basic user security should be implemented before bringing a RouterOS device onto production
networks. Feel free to continue using the default account with no password in lab environments or
when pre-staging devices prior to deployment. However, be sure to secure the default RouterOS
account before putting a MikroTik device on local networks or connecting it to the internet.

6.1 Default Admin User

The default, built-in RouterOS user has the following credentials:
e Username: admin
e Password: No password

This default adminuser is standard across all RouterOS instances both physical and virtual. List
all users configured locally on a device with the ”/user print’ command as shown in Figure

and you’ll find the adminuser:
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[admin@MikroTik] > [user print
Flags: X - disabled

# NAME GROUP ADDRESS LAST-LOGGED-IN
0 ;75 system default user

admin full jun/06/2017 22:36:24
1 ;77 Tyler Hart

tyler  full

[admin@MikroTik] > _

Figure 6.1: Listing Users

It’s very important that a strong password is set for the default adminuser to protect a device’s
con dentiality. Putting a device on a production network with the default credentials in place
violates best practices and could lead to a data breach.

6.2 User Best Practices

Before covering how to create and manage users it’s important to have a good grasp of best prac-
tices for user management. Mishandling of users and credentials generate some of the most typical
audit "hits” in many organizations. Fortunately, there are well-defined and freely-available stan-
dards for managing user access to devices like MikroTik routers and switches.

6.2.1 Least-Privilege

RouterOS users should only be assigned the permissions necessary to perform their duties. Grant-
ing more permissions than are needed could lead to a network breach, or to a misconfiguration
by an untrained administrator. The Infrastructure Router STIG [1, Vul. ID V-3057] reinforces the
requirement for least-privilege user permissions:

"Con gure authorized accounts with the least privilege rule. Each user will have
access to only the privileges they require to perform their assigned duties.”

Use the built-in groups or create your own custom groups (p. to automate application of
permissions.

6.2.2 Nonrepudiation

Each person with access to a MikroTik router, switch, wireless AP, etc. should have and use their
own credentials. PCI-DSS guidance [3, p. 12] states the following for organizations that accept
debit or credit payment cards:

"8.1.1 Assign all users a unique ID before allowing them to access system components
or cardholder data.”
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If an organization doesn’t process payment card transactions this is still a good best practice to
follow. Credentials on each device should be audited periodically as well. This supports the prin-
ciple of “nonrepudiation”, meaning that when someone does something with their own credentials
it can’t later be denied. The use of shared accounts violates this principle because there is no way
to tell who used those credentials. When trying to find who is responsible for an incident involving
a shared account, any one person could claim it was caused by someone else. This is especially
problematic when investigating a possible hacking incident, data breach, or violation of change
control procedures that takes down a network.

6.2.3 Accountability

When each person has their own credentials and uses them on every device it’s possible to hold
people in the organization accountable for their actions and changes. Log entries for those individ-
ual accounts across MikroTik devices can then answer the following questions:

1. Who attempted to authenticate to a device?

2. What system did the user attempt to authenticate from?
3. When did the attempt occur?

4. Was the attempt successful?

5. What changes did the user make while logged in?

6. When did the user finally log out?

With shared accounts it’s possible to see when authentication occurred and from what system. It’s
also possible to see what changes were made, but it’s difficult to know who the person was behind
the keyboard and hold them accountable.

6.2.4 Passwords and Comments

Each user’s credentials should have a robust password and a comment that easily links the creden-
tial to its owner. Set a robust password for the adminuser with the following command:

/user set admin password=abcl23!

Each user can update their own command as well once they’ve authenticated to a RouterOS device.
Figure [6.2 on the next page| shows the adminuser updating their own password directly from the
console:
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[admin@MikroTik] > password
old-password: xxk*xx**x*x%
NEW—PaASSWOIrd: k% %**x*%
confirm—new-password: k% xx*x*

[admin@MikroTik] > _

Figure 6.2: User Updating Password

The command to reset a user’s own password is available from the root of the command prompt
or from any location when using the ”/password command. Bear in mind these best practices for
password management:

e Choose a unique password instead of recycling something used previously

e Don’t use names, places, or dates that could be found by an attacker snooping on social
media or an organization’s website

e Use a password manager to securely share passwords if necessary

e Document emergency backup account passwords and store them in tamper-evident envelopes
in a known, secure location

Set each user’s full name as a comment for easier auditing with the following commands:

/user set tyler comment="Tyler Hart"
/user set admin comment="Emergency use only"

Note that in the two commands above each comment string is enclosed inside double quotes. These
are necessary because both comments have text with spaces. Without the double quotes RouterOS
has no way to know when the string of text ends. Comments that are only one word don’t require
any punctuation as shown in the following commands:

/user set tyler comment="Tyler Hart"
/user set tyler comment=Hart

The command to set a password for the admin user also did not use quotes because there is no
space in the password being set.

6.2.5 Rename Admin Account

The default adminuser is well-known across the industry and there are many freely-available tools
for password guessing attacks targeting default accounts. Renaming the adminaccount creates an-
other layer in the DiD strategy for securing RouterOS devices. Rename the built-in adminaccount
with the following command:

/user set admin name=tikadmin
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6.3 User Operations

Each network administrator or analyst should have their own credentials so configuration changes
and events can be audited and traced back to a source. Router and switch users should also be
periodically audited to ensure backdoor accounts haven’t been created or old accounts don’t re-
main. Security best practices recommend that credentials be disabled or deleted if an administrator
leaves an organization or is suspended. This ensures that a disgruntled administrator can’t sabotage
a device after their employment ends.

6.3.1 Creating Users

Create an admin-level user with the following command:

/user add name=tyler group=full comment="Tyler Hart" password=abcl23!

The ’group=full” option gives the new user rights to do everything on that particular router. Only
administrators who need that set of permissions should have them assigned. See page [8§] for
directions on creating custom groups with specific permissions for those who don’t require full
rights. Users credentials can be restricted to specific networks or addresses with the addressop-
tion. The following command creates the same user as above, but only allows it to be used from
192.168.88.199

/user add name=tyler group=full comment="Tyler Hart" password=abcl23! address
=192.168.88.199

6.3.2 Disabling and Enabling Users

User credentials can be disabled without removing them entirely from the device. Disable the user
“tyler” with the following command:

/user disable tyler

The credential will still exist but it can’t be used for authentication while disabled. If a session using
the credential is currently open when the user is disabled it will remain open until disconnected.
The command in Figure|6.3 on the next page]|lists currently open user sessions:
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[admin@MikroTik] > [user active print
Flags: R - radius, M - by-romon

# WHEN NAME ADDRESS VIA

0 oct/15/2017 14:13:26 admin console
1 oct/15/2017 14:54:26 admin 192.168.1.40 dude

2 oct/15/2017 14:58:15 admin 192.168.1.40 winbox
3 oct/15/2017 16:59:50 admin 192.168.1.40 telnet

[admin@MikroTik] > _

Figure 6.3: Active Users

Users can be re-enabled using the “enablé command:

/user enable tyler

6.3.3 Removing Users

Once an administrator or other user is no longer with an organization they should be removed from
all devices that they were given access to. PCI-DSS [3, p. 12] has this to say about removing access
for terminated users:

"8.1.3 Immediately revoke access for any terminated users.”

Delete the user tyler with the “remové& command:

/user remove tyler

WARNING: No further confirmation is requested and the user will be immediately re-
moved. This action can be undone using the ”/undd’ command. See page [66] for guidance
on rolling back commands.

All the same user management commands above can be done from the command line in Winbox
using the plus, minus, check, and X" buttons. The user management dialog is shown in Figure
lon the following page}
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e Technicians actively managing User Manager or Hotspot functionalityﬂ

6.4.1 Read Group

The Read group allows its members to view device configurations and performance but not save
changes. Network and security analysts, system administrators who need to see network service
status, and others can safely have access via the Read group without worry they can change things.

e Network analysts responsible for basic troubleshooting and performance monitoring

e Network security analysts responsible for log monitoring and analysis, as well as network
compliance scanning

6.4.2 Write Group

The Write group has the same permissions as the Full group except for the rights to log in via FTP,
manage users, and work with The Dude. This group is appropriate for the following types of users:

e Network administrators who are responsible for maintaining and troubleshooting networks

e Experienced network analysts working with administrators

6.4.3 Custom Groups

The three default groups cannot be removed but you can create your own custom groups. Users
can only be a member of one group so if the three default groups don’t meet your security needs
create a custom group with the necessary permissions. A custom group can be especially useful
for new network administrators that should be able to make minimal changes and monitor devices
but not perform tasks that could break a device’s configuration.

The following commands create a custom group that allows a user to read non-sensitive configu-
ration information, transfer files via FTP, and log in via Winbox for monitoring:

/user group
add name="Network Analysts" policy=winbox,ftp,read,!sensitive

The exclamation point in front of ”sensitivé indicates “not sensitivé, meaning the analyst users
can’t see wireless or IPSEC keys, user manager credentials, etc. More experienced analysts could
also be put in the same type of group that also has the ’reboot’ option added if the organization is
comfortable with those users being able to reboot devices.

"Both User Manager and Hotspot are beyond the scope of the MTCNA.

88



CHAPTER 8. ADDRESSES 8.3. POINT-TO-POINT ADDRESSES

No additional route entries are needed like in the following sections for one router to communicate
with another across a link. However, the following IP addresses are ”wasted”” and can’t be assigned
to interfaces:

o Network Addresses: 192.168.1.0/30, 192.168.1.4/30, 192.168.1.8/30
e Broadcast Addresses: 192.168.1.3/30, 192.168.1.7/30, 192.168.1.11/30

8.3.2 Modern /32 Addressing

Usage of /32 1Ps eliminates the "waste” of network and broadcast addresses in /30 networks. Un-
fortunately, this implementation requires additional administrative overhead for managing routes.
An example network topology using /32 addresses is shown in Figure

MikroTik North

e AN
192.168.1.2/32 192.168,1.3/32

192.168.1.1/32 192.168,1.4/32
v N

—192.168.1.5/32—192.168.1.6/32—

MikroTik West MikroTik East
Figure 8.7: /32 Point-to-Point Addressing

Simply configuring the addresses on the interfaces isn’t enough to make the /32 addressing work.
Each router needs a route pointing to the other device IP via that interface. This can be accom-
plished via static route entries or dynamic routes via OSPF, RIP, or another routing protocol. The
following commands implement the more address-efficient /32 addresses with static routes.

8.3.3 West Router Configuration

The link from West to North is on etherl The link from West to East is on ether2 Add the IP
addresses and routes with the following commands:

/ip address add interface=etherl address=192.168.1.1/32
/ip address add interface=ether2 address=192.168.1.5/32
/ip route add dst-address=192.168.1.2 gateway=etherl
/ip route add dst-address=192.168.1.6 gateway=ether2
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8.3.4 North Router Configuration

The link from North to West is on etherl The link from North to East is on ether2 Add the IP
addresses and routes with the following commands:

/ip address add interface=etherl address=192.168.1.2/32
/ip address add interface=ether2 address=192.168.1.3/32
/ip route add dst-address=192.168.1.1 gateway=etherl
/ip route add dst-address=192.168.1.4 gateway=ether2

8.3.5 East Router Configuration

The link from East to North is on etherl The link from East to West is on ether2 Add the IP
addresses and routes with the following commands:

/ip address add interface=etherl address=192.168.1.4/32
/ip address add interface=ether2 address=192.168.1.6/32
/ip route add dst-address=192.168.1.3 gateway=etherl
/ip route add dst-address=192.168.1.5 gateway=ether2

While this whole configuration required extra steps for routes it uses a total of six IP addresses
instead of twelve. For an equivalent /30 configuration three IPs would have been used for a network
address and another three for broadcast. Organizations that have a lot of point-to-point links like
WISPs can realize substantial savings in addresses using /32 configurations.

8.4 MAC Addresses

Physical addressing at the OSI Data Link layer is done with MAC addresses. All physical interfaces
having a globally unique address, each with six total hexadecimal octets. The first three octets are
set aside for the Organizationally Unique Identifier (OUI) which identifies the manufacturer. The
following MAC OUIs were registered by MikroTik with the Institute of Electrical and Electronics
Engineers (IEEE) in late 2017ﬂ

e 4C:5E:0C
e 64:D1:54

e 6C:3B:6B
e D4:CA:6D
e E4:8D:8C

'http://standards-oui.ieee.org/oui.txt
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RouterOS can auto-generate random MAC addresses for virtual interfaces as they come online.
ARP is used to resolve network layer protocol addresses to link layer addresses, most commonly
in IPv4 networks. With IPv6 the mechanism is a bit different, and network layer to link layer
resolution is done via Neighbor Discovery Protocol (NDP). Network clients, switches, and routers
maintain a table of these IPv4-to-MAC relationships, most often known as the ARP Table”.

8.4.1 ARP Table

The ARP table contains IP and MAC addresses that the router has learned. These can be local
interfaces on the router or remote clients on networks that the router is attached to. The entire ARP
table can be printed, or the output filtered by interface using the following commands:

/ip arp
print
print where interface=bridge

An example of the first command output is shown in Figure [8.8] It can be especially useful to filter
the ARP output by interface when your network has hundreds or thousands of hosts. Depending
on the model and resources assigned to a RouterOS device the maximum amount of addresses in
the ARP table can differ. However, RouterOS documentation [[11] states the following:

”Note: Maximal number of ARP entries is 8192.”

8.4.2 ARP for Inventory

Printing the ARP table can be helpful when doing device inventory. Use the “/ip arp print” com-
mand to print the ARP table as shown in Figure (output trimmed for brevity):

[admin@MikroTik] > [ip arp print
1 DC 192.168.88.147 E4:CE:8F:08:29:5E bridge
2 DC 192.168.88.148 E8:4E:06:43:FD:6B bridge

7 DC 192.168.1.1 80:2A:A8:1D:43:D8 etherb
8 DC 1.2.3.1 EO:2F:6D:6D:6E:D9 etherl
[admin@MikroTik] > _

Figure 8.8: ARP Table

It’s also possible to export the ARP table to a text file for inventory purposes:

/ip arp
print detail file=arp_inventory.txt

Download the arp_inventory.txffile that’s generated and open it in a robust text editor like Notepad++
or Microsoft Visual Studio Code. Use that MAC information in the text file to support your inven-
tory program.
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8.4.3 Finding MACs by OUI

One of the OUIs registered to VMware® is ”00:50:56”, so any MAC starting with that OUI could
be a virtual machine running on a VMware hypervisor. That device could also be a virtual network
switch as well. It’s possible to search the MAC address table by OUI using a Regular Expression
(Regex) string as shown in the following command:

/ip arp
print where mac-address~""00:50:56"

Using the same command with MAC OUI 6C:3B:6B will identify RouterBoard interfaces. It’s
important to remember that multiple MACs could belong to the same physical RouterBoard; Just
because three addresses are in the ARP table there aren’t necessarily three separate units attached
to the network.

NOTE: The tilde character indicates this is a Regex-type search, and the carat character is
the symbol for ”starts with ...”.

8.4.4 ARP Modes

ARP requests are limited to the broadcast domain in which they originate. ARP requests aren’t
forwarded outside a broadcast domain and the router only answers ARP queries if it has the entry
in its ARP table. When configuring ARP in RouterOS there are other modes you should be aware
of as well:

Disabled
Proxy ARP

Local Proxy ARP

Reply Only

8.4.5 Disabled

In Disabledmode the router will not respond to any ARP request received on an interface with this
setting. This can be useful on interfaces that are attached to a network segment and used to ’sniff”
traffic transparently.
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/interface ethernet
set arp=proxy-arp ether?2
set arp=proxy-arp ether3

8.4.6 Proxy ARP

Proxy ARP is useful when clients on separate networks need to be able to ARP for a MAC address
in another subnet. When the router sees an ARP request in one network for a MAC it knows about
in another the router answers with its own MAC address. The router then forwards traffic destined
for the MAC on the other network. This process is transparent to the client that originally sent the
ARP request.

NOTE: Be aware that implementing Proxy ARP can increase ARP traffic on the network
and may have unintended consequences. Other devices on the network with smaller ARP
caches may not be able to handle the larger amount of address entries.

For an example of Proxy ARP consider the topology in Figure [8.9] where 192.168.1.2heeds to
ARP for 192.168.2.2

ISP

Switch etherl Switch

g? ether2 ether3 g?
] ]

MikroTik

192.168.1.2/24 192.168.2.2/24
Figure 8.9: Proxy ARP

To enable Proxy ARP on interfaces ether2and ether3use the following commands: When 192.168.1.2

sends an ARP request to the broadcast MAC address FF:FF:FF:FF:FF:FF querying "Who has
192.168.2.27the router will answer with its own MAC addressAs traffic flows from 192.168.1.2
to 192.168.2.2he router acts as the "middle-man” forwarding traffic across networks it’s attached
to. There are a few scenarios where using this type of “work-around” is necessary:

e When devices in different networks need Layer 2 reachability because of legacy software
limitations
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e [f versions of hypervisors in use require Layer 2 communications between physical hosts for
VM replication

8.4.7 Reply Only

In Reply Onlymode the router will reply to an ARP broadcast if it has an answer in its ARP table.
If the router doesn’t have a good answer it simply won’t reply. To operate in this mode technicians
may have to configure static ARP entries for local devices on the router as shown below:

/ip arp
add mac—-address=00:11:22:aa:bb:cc address=192.168.88.2 interface=ether3

8.5 Wake on LAN

Being familiar with MAC addresses and methods of extending ARP allows for interesting uses of
WOL. The WOL tool sends a “magic packet’ﬂ to a MAC address and wakes up the host if that
feature is enabled on the host’s network interface. The following command wakes up a host with
the MAC address 0A:1B:2C:3D:4E:5Fvia ether2

/tool wol interface=ether2 mac=0A:1B:2C:3D:4E:5F

This tool is not listed under any Winbox or Webfig menus as of mid-2017, though it is available
from the terminal. Using WOL to remotely boot up hosts can help computers stay updated with the
latest patches and antivirus updates, even if the host’s primary user is away for days or weeks. Once
the hosts are updated an administrator can power them down again remotely via SSH, PowerShell,
or other third party management tools.

8.6 DNS and Name Records

RouterOS can run both DNS servers and clients. On RouterBOARD units or virtual CHRs with
a DHCP client running on the default WAN interface much of the DNS configuration is already
done. The router will automatically use the upstream DNS servers dynamically assigned for name
resolution. Router-initiated lookups for domain names could happen while doing the following:

e [ocating MikroTik update servers
e Pinging well-known domain names for troubleshooting

e Resolving IP addresses for domain names used in address lists

https://wiki.wireshark.org/WakeOnLAN
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To view cached entries via the terminal use the ”ip dns cache pririt command. For a list of all
records, including Pointers (PTRs) for reverse lookups, use the ”/ip dns cache all print” command.
To flush entries in the cache use the following command:

/ip dns cache flush

Unfortunately as of this writing it’s not possible to flush individual entries, either via the console
or another interface like Winbox. The example in Figure [8.11 on the previous page|includes two
entries that were created statically for printer.manitonetworks.coand router.manitonetworks.com
To create a static entry use a command like the following:

/ip dns
static add name=web.manitonetworks.com address=192.168.1.66
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8.7 Review Questions

1. Multiple IP addresses can be added to the same Ethernet interface.
(a) True
(b) False

N

. Which CIDR masks can be used for point-to-point IPv4 connections?
(a) /30
(b) /31
(c) /32
(d) /33
3. MAC addresses use which type of numbering?
(a) Binary
(b) Base-10
(c) Dotted Decimal
(d) Hexadecimal

I

. In each /30 network there are two “wasted” IP addresses.
(a) True
(b) False
5. What is the third step in the DHCP request process?
(a) Acknowledge
(b) Request
(c) Offer
(d) Discover
6. How can administrators force dynamic addresses to always be assigned to the same client?
(a) Create a reservation
(b) Extend the lease duration
(c) Configure additional DHCP servers

(d) Set a static address on the client
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7. How many sets of numbers make up a MAC address OUI?
(a) Two
(b) Three
(c¢) Four
(d) Five
8. Creatinga DHCP _____ ensures a client receives the same address all the time.
(a) Relay
(b) Adjacency
(c) Reservation
(d) Advertisement
9. Which table contains MAC addresses and their associated IPs?
(a) Routing table
(b) ARP table
(c) RIB
(d) NAT table
10. Which DHCP option specifies the router address?
(a) 3
(b) 2
(©) 1
(d) 15
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8.8

10.

Review Answers

. Multiple IP addresses can be added to the same Ethernet interface.

A —True (p. [113)

. Which CIDR masks can be used for point-to-point IPv4 connections?

A and C - /30 and /32 (p. [122)

. MAC addresses use which type of numbering?

D — Hexadecimal (p. {124)

. In each /30 network there are two “wasted” IP addresses.

A —True (p.[122)

. What is the third step in the DHCP request process?

B — Request (p. [114)

. How can administrators force dynamic addresses to always be assigned to the same client?

A — Create a reservation (p. [120)

. How many sets of numbers make up a MAC address OUI?

B — Three (p. [124))

. Creating a DHCP ___ ensures a client receives the same address all the time.

C — Reservation (p. [117)

. Which table contains MAC addresses and their associated IPs?

B — ARP table (p. [I23)
Which DHCP option specifies the router address?

A -3 (p.[[T9)
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Chapter 9

Routing

Routing is the science (and art) of moving packets and data from one network to another. Routers
join networks together and enable the exchange of information inside organizations and around the
world. Remember that routers sit at the edge of networks and connect them to one another, forming
an inter-network routed path. When large routed networks like those of universities, governments,
and ISPs come together they form the largest network ever created - the Internet.

Static routes are put in place manually be administrators. Dynamic routes are put in the routing
table by routing protocols like OSPF, Enhanced Interior Gateway Routing Protocol (EIGRP), and
BGP.

9.1 Routes

A route is simply a path from one network to another. Routes can point the way to a specific
host, or to an entire network range. When traffic arrives destined for another network the router
consults its routing table. Based on what’s in the table the router makes a decision about what to
do with the traffic. The routing decision can also take into account routing policies as well as the
Administrative Distance (AD) (p. [I36). Different types of routes exist in a RouterOS routing table:

e Static

e Dynamic
Default
Blackhole
Prohibit

e Unreachable

To view routes in a device’s routing table run the ”/ip route prinf’ command shown in Figure
lon the next page;
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[admin@MikroTik] > /ip route print

Flags: X - disabled, A - active, D - dynamic, C - connect, S - static, r - rip
, b - bgp, o - ospf, m - mme, B - blackhole, U - unreachable, P - prohibit

# DST-ADDRESS PREF-SRC GATEWAY DISTANCE

0 ADS 0.0.0.0/0 192.168.1.1 1

1 ADC 192.168.1.0/24 192.168.1.38 bridge 0

2 AS 192.168.10.1/32 bridge 1

3 ADC 192.168.10.2/32 192.168.10.2 bridge 0

[admin@MikroTik] > _

Figure 9.1: Listing Routes

9.2 Administrative Distance

The AD of each type of route is the measure of its reliability. Routes to the same destination will
have their ADs compared and the route with the lowest AD will be selected. If multiple routes
exist for the same destination with the same ADs the router will make an arbitrary choice of which
to useﬂ If the first route drops off for whatever reason the second identical route will be moved to
an activestate.

Table 0.1] shows the default ADs for mainstream routing protocols. Protocols not supported by
MikroTik like EIGRP and Intermediate System to Intermediate System (IS-IS) are included solely
for comparison.

Route Type Administrative Distance
Connected 0
Static 1
EIGRP Summary 5
External BGP 20
Internal EIGRP 90
IGRP 100
OSPF (All versions) 110
IS-IS 115
RIP (All versions) 120
EGP 140
ODR 160
External EIGRP 170
Internal BGP 200
Unknown & Blackhole | 255

Table 9.1: Default Administrative Distances

1https://wiki.mikrotik.com/wiki/Manual:IP/Route#Route_selection
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9.3 Static Routes

Routes that have been entered manually by a network administrator are static These could be
routes pointing to a default gateway using ISP-provided information, or a route to the other side of
a VPN tunnel. Since these routes were entered manually they have one of the lowest ADs, second
only to directly connected routes. The following command creates a static route, telling the router
to send any traffic destined for 192.168.10.0/24 via 10.1.20.1:

/ip route
add dst-address=192.168.10.0/24 gateway=10.1.20.1

View all static routes with the following command:

/ip route print where static

Unless the “distance=..>" option is specified all static routes will have a default distance of
one. Adding a route with ”distance=253 automatically blackholes traffic matching the route
(see Blackhole Routesn p. [I41)). Creating the same route with different distances can be useful
for failover. To achieve this use different AD values with the lowest being the most desirable and
used first. Figure shows static routes in place on both routers, pointing to networks across a
site-to-site tunnel:

Tunnel
yd N
172.16.1.1/30 172.16.1.2/30
v N
Router A Router B
I I
192.]i68.1.1 192.]i68.2.1
192.168.1.0/24 192.168.2.0/24

Figure 9.2: Static Route Topology

The following command on Router A points all traffic for 192.168.2.0/240 the 172.16.1.2zate-
way:

/ip route add dst-address=192.168.2.0/24 gateway=172.16.1.2

The following command on Router B points all traffic for 192.168.1.0/240 the 172.16.1.1gate-
way:
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/ip route add dst-address=192.168.1.0/24 gateway=172.16.1.1

Static routes work very well for networks that don’t change much and don’t contain more than a
handful of networks. As the number of networks grow or the topology becomes more dynamic it’s
necessary to implement dynamic routing.

9.4 Dynamic Routes

Dynamic routes are entered into the routing table via a routing protocol like RIP, BGP, or OSPF.
These protocols allow routers and switches that run routing processes to exchange routes and build
a table of which devices are connected to what networks. MikroTik supports a number of dynamic
routing protocols, including the following:

e OSPF

e OSPF v3

e RIP

e RIPng

e BGP

e Mesh Made Easy (MME)

These protocols are covered as part of other certification tracks and aren’t part of the MTCNA.
Be aware that you’ll most likely encounter both static and dynamic routing protocols in typical
enterprise networks. OSPF is covered in the MikroTik Certified Routing Engineer (MTCRE),
and BGP is included in the MikroTik Certified Inter-Networking Engineer (MTCINE). As a quick
OSPF primer, however, I'm including the following configuration using the same topology in
Figure 9.2 on the previous pagel
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Tunnel
y N
172.16.1.1/30 172.16.1.2/30
v N
Router A Router B
[ [
192.1|68.1.1 192.1|68.2.1
192.168.1.0/24 192.168.2.0/24

Figure 9.3: Dynamic Route Topology

This is a very simple OSPF configuration that puts all networks in the same OSPF Areeﬂ The
following commands on Router A advertise its connection to the LAN and tunnel subnets:

/routing ospf
network add area=backbone network=172.16.1.0/30 comment=Tunnel
network add area=backbone network=192.168.1.0/24 comment=LAN

The following commands on Router B advertise its connection to the LAN and tunnel subnets:

/routing ospf
network add area=backbone network=172.16.1.0/30 comment=Tunnel
network add area=backbone network=192.168.2.0/24 comment=LAN

Both routers A and B advertise the same network for the tunnel because they are both connected
to it. This allows the routers to become OSPF Neighbors. Once they establish this relationship
then they can exchange information about the other networks they are connected to. This is a very
bare-bones OSPF configuration, but hopefully it’s enough to interest you in OSPF routing and the
MTCRE.

9.5 Default Routes

A default route is a static route that’s designed as a “catch-all” for traffic that doesn’t match any-
thing in the routing table. Often a default route points upstream to an ISP’s gateway, or to a router
running OSPF or BGP with more learned routes in its table. That upstream router or other de-
vice hopefullyknows where traffic should be going and passes it along. Routers hand-off traffic
upstream until the destination is reached or the packet’s TTL is exceeded’|

2Area 0 is always the backbone Area number.
SICMP Type 11 - Time Exceeded[2]
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MikroTik 17.25.36.1ISP Gateway)

-17.25.36.17%

192.168.88.1

192.168.88.0/24 Internet

Figure 9.4: Default Route

The following command creates a default route for the network shown in Figure [0.4] telling the
router to send any traffic that doesn’t match a route to 17.25.36.1

/ip route add dst-address=0.0.0.0/0 gateway=17.25.36.1

The special ”dst-address=0.0.0.07®ption matches all traffic for all hosts or networks. Traffic that
doesn’t have a more specific match in the routing table will always match this criteria. Clients in
the 192.168.88.0/24etwork have their default gateway set to the MikroTik router at 192.168.88.1
When 192.168.88.Teceives packets from local computers destined for networks it doesn’t have
in its routing table it uses the default gateway to send traffic upstream. Each upstream router that
receives this traffic will route it directly to its destination or send it via a default route again. This
happens until the traffic reaches its destination or the TTL is exceeded.

Without a default route configured, packets destined for a network not in the routing table would
simply be dropped. The sending host would then receive a ”No route to host” ICMP reply. Multiple
gateways can be entered if you have more than one upstream ISP for redundancy. Simply enter the
gateway addresses in a comma-separated list as follows:

/ip route
add dst-address=0.0.0.0/0 gateway=17.25.36.1,132.45.76.1

If you want to prefer one gateway over another modify the route distance for each. Routes with the
lowest ADs will be used first. If those routes go offline the next-lowest will be used, and so on:

/ip route
add dst-address=0.0.0.0/0 gateway=a.b.c.d distance=1
add dst-address=0.0.0.0/0 gateway=w.x.y.z distance=2

Once all default gateways have been configured they can be viewed in more detail with the com-
mand in Figure 9.5 on the following pagef
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6. Rule 6: The final rule drops all traffic being forwarded into or out of WAN interfaces that
has not been through the NAT process. This is typically a good rule in most organizations
that NAT traffic through a single public IP assigned by their ISP.

12.5.3 Default Output Rules

List all firewall output chain rules with the command shown in Figure[12.10}

[admin@MikroTik] > [ip firewall filter print where chain=output
Flags: X - disabled, I - invalid, D - dynamic

[admin@MikroTik] > _

Figure 12.10: Default Output Rules

No default rules are configured to filter outbound traffic from the router.

12.6 Connection Tracking

RouterOS firewalls are statefu] meaning they track packets as part of an overall stream or connec-
tion. Packets in a connection that match a firewall rule allowing traffic will be permitted. Packets
that aren’t part of an active connection but have spoofed sequence numbers are dropped or rejected.
This connection tracking capability is critical to robust firewalling and device security. Tracking
connections also gives us the ability to filter and analyze traffic depending on its connection state.

12.6.1 Connection States
Every packet is part of a connection, whether that connection has only a few packets or millions.
All connections exist in one of four possible states:

1. New

2. Established

3. Related

4. Invalid

Firewall rules can be built around these connection states to filter traffic efficiently and log suspi-
cious traffic.
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New Connections

The first packet observed by the firewall in a stream of packets will be marked as New This packet
will be evaluated by firewall rules, and if it is allowed then the next packet going the other direction
in that stream will create an Establishectonnection.

Established Connections

A stream of network traffic that successfully passes packets both directions through the firewall is
considered Established Further packets in that connection will not be evaluated by the firewall
because the first packets through were already allowed. Additional checking of the packets by the
firewall would simply be a waste of resources since traffic going both directions in the connection
was already checked against firewall rules.

Related Connections

Packets that are marked Relatedaren’t part of a connection itself but they are related to one. An
example mentioned in MikroTik’s documentatiorﬂ is an ICMP packet notifying the sender of an
error in a connection. Protocols like FTP that use multiple ports can generate Relatedraffic. PPTP
is another good example, with the connection using both TCP port 1723 and the GRE protocol.
Having a firewall entry that allows Relatedtraffic cuts down on unnecessary rules.

Invalid Connections

Network traffic that creates Invalid connections should almost always be dropped in the firewall.
These types of packets could arrive at the router out-of-order or with an invalid sequence number.
In production networks attached to the internet I often find Invalid connections are created by port
scanners looking for open services. A router under extreme utilization that’s dropping packets
could also see traffic as Invalid because connections aren’t able to properly initiate.

https://wiki.mikrotik.com/wiki/Manual:IP/Firewall/Filter#Properties
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12.7 Firewall Actions

Firewall actions determine what the router actually does with packets that match a firewall rule.
The main actions are discussed here, though there are others than enable more advanced traffic
policing.

12.7.1 Accept

The acceptaction allows a packet through the firewall. The packet will not be processed by any
further rules, and continues on to its destination. When accepting firewall traffic be sure to only
accept traffic that is necessary - everything else should be dropped. The following command
accepts ICMP traffic from a trusted network monitoring host at a.b.c.d

/ip firewall filter
add chain=input protocol=icmp src-address=a.b.c.d action=accept comment="
Network Monitoring"

12.7.2 Add to Address List

This is actually two separate actions, but they both add an IP address to an address list. The two
individual actions are as follows:

e add-src-to-address-list
e add-dst-to-address-list
One adds the SRC IP to a list, the other adds the DST IP.

The example command below adds the source IPof any telnet traffic (TCP, port 23 inbound to
the WAN (ether) to the ”Port Scanner$address list. No production network should have Telnet
open on the WAN interface, so any source IP of traffic matching this rule is probably a port scanner
looking for soft targets. Create the rule with the following command:

/ip firewall filter
add chain=input protocol=tcp dst-port=23 in-interface=etherl action=add-src-to
—address-1list address-list="Port Scanners"

The following firewall rule references that address list and blocks traffic inbound on etherl

/ip firewall filter
chain=input action=drop in-interface=etherl src-address-list="Port Scanners"
comment="Drop port scanners"

NOTE: The Drop rule should be moved ABOVE the add-src-to-address-listile so that IPs
already on the list are blocked immediately, instead of being constantly re-added to the list.
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12.7.3 Drop

The drop action forces the router to stop processing a packet. No further action is taken, and the
traffic matching the rule is silently dropped. This is the preferred method for discarding unwanted
traffic. It is considered a best practice to acceptnecessary traffic and drop everything else with
a final rule at the end of each chain. The following rule drops all traffic that hasn’t already been
allowed and should be sorted to the end of the chain:

/ip firewall filter
add chain=input action=drop comment="DROP ALL"

NOTE: This rule is effective as a ”catch-all” because it has no criteria - it matches all
protocols, all ports, all types of traffic.

12.7.4 FastTrack Connection

The FastTrackfirewall action is special, and using it can have a tangible impact on your routers.
Once a connection is FastTracked all future packets in the connection won’t be checked against the
firewall. If the first packet in a connection matches an allow rule there isn’t any value in checking
the packets that follow. For high-throughput devices or firewalls with a lot of rules not checking
every single packet can save significant processing resources.

The default configuration for RouterOS firewalls is to FastTrack all connections that have a state of
establishedr related If a connection has already been established it’s passed through the firewall
successfully, so FastTracking the rest of the connection makes sense. The following two firewall
rules work together to FastTrack connections:

/ip firewall filter

add chain=forward action=fasttrack-connection connection—-state=established,
related

add chain=forward action=accept connection-state=established, related

For this example the first packet in a connection passes through the firewall successfully. This
creates an establishedkession on the firewall. The second packet of that established session to
hit the firewall will match the first rule that has action=fasttrack-connectioset. From that point
onward the rest of the packets in the connection will bypass the firewall.

NOTE: For best performance these rules should be placed at the top of the forward chain.
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12.7.5 Jump

The jumpaction takes a packet being evaluated and moves it over to a different chain. Often this
is used when custom chains have been built with special firewall rules. For example, the following
rule takes any input chain traffic matching the ospf protocoknd jumps it over to the ospf chainwe
already created on page|l/3

/ip firewall filter
add protocol=ospf chain=input action=jump jump-target=ospf

The traffic will now be evaluated against rules in the custom 0spf chain.

12.7.6 Log

The log action adds source and destination information for matching packets to the router’s log.
Traffic is passed on to the next firewall rule in the chain. As with the passthroughrules, it’s
recommended you disable or delete log rules when you’re finished with them. Be aware that the
log action could create a significant amount of log entries that fill up a device’s storage and cause
instability. The following command uses the log action to record inbound SSH traffic:

/ip firewall filter
add chain=input protocol=tcp dst-port=22 action=log

Figure [12.11] shows the result of the firewall rule’s log action. Notice the log data that matches the
firewall rule criteria (TCP protocol, port 22).

[admin @MikroTik] > /log print

16:23:55 firewall ,info input: in:bridge out:(none), src —mac e8:4e:06:43:fd:6b, proto TCP (SYN),
192.168.1.40:9477—> 192.168.1.38:22, len 52

16:23:55 firewall ,info input: in:bridge out:(none), src —mac e8:4e:06:43:fd:6b, proto TCP (ACK),
192.168.1.40:9477—> 192.168.1.38:22, len 40

16:23:55 firewall ,info input: in:bridge out:(none), src —mac e8:4e:06:43:fd:6b, proto TCP (ACK,PSH),
192.168.1.40:9477—> 192.168.1.38:22, len 68

16:23:55 firewall ,info input: in:bridge out:(none), src —mac e8:4e:06:43:fd:6b, proto TCP (ACK,PSH),
192.168.1.40:9477—> 192.168.1.38:22, len 712

16:23:55 firewall ,info input: in:bridge out:(none), src —mac e8:4e:06:43:fd:6b, proto TCP (ACK,PSH),
192.168.1.40:9477—> 192.168.1.38:22, len 64

16:23:55 firewall ,info input: in:bridge out:(none), src —mac e8:4e:06:43:fd:6b, proto TCP (ACK,PSH),
192.168.1.40:9477—> 192.168.1.38:22, len 312

16:24:17 system, error , critical login failure for user admin from 192.168.1.40 via ssh
16:24:17 system, info,account user admin logged in via local

[admin@MikroTik] > _

Figure 12.11: SSH Firewall Log
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For troubleshooting you can also specify a log-pre X that adds custom text to the log message.
This is useful for troubleshooting and easy to implement with the following command:

/ip firewall filter
add chain=input protocol=icmp action=log log-prefix="ICMP Traffic!"

NOTE: Move this filter rule above the final drop rule or it’ll never log any traffic.

An example of log entries created by the rule are shown in Figure

17:17:19 firewall,info ICMP Traffic! input: in:bridge out: (none), src-mac 74:
c6:3b:64:05:89, proto ICMP (type 3, code 3), 192.168.88.253->192.168.88.1,
len 145

Figure 12.12: Logged ICMP Traffic

In higher-security environments is often necessary to enable logging on the final drop rule in each
chain so possible attacks can be investigated. The Infrastructure Router STIG [[1, Vul. ID V-3000]
states the following about logging dropped traffic:

"Review the network device interface ACLSs to verify all deny statements are logged. If
deny statements are not logged, this is a nding”

12.7.7 Passthrough

The passthroughaction adds byte and packet counts to the rule’s statistics then allows the traffic
to continue being processed. This is helpful when determining if a certain kind of traffic is hitting
your firewall. Disable or remove passthrough rules when you’re done with them so as not to add
processing overhead. The following command uses passthrough to get counter information for
SSH traffic:

/ip firewall filter
add chain=input protocol=tcp dst-port=22 action=passthrough

View the statistics for all rules with the passthroughaction:

/ip firewall filter print stats where action=passthrough
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12.7.8 Reject

The reject action forces the router to discard matching packets but doesn’t do it silently like the
drop action does. Instead an ICMP message is sent to notify the sender that traffic was dropped.
This could allow an attacker running port scans to fingerprint your device and continue reconnais-
sance efforts. For this reason the reject action is not the preferred method for discarding unwanted
traffic. Some compliance standards like PCI-DSS and HIPAA specifically require that unwanted
traffic be silently dropped, not discarded.

For testing purposes a firewall rule blocking all ICMP from 192.168.88.2530 the router was
created and moved to the top of the input chain:

/ip firewall filter
chain=input action=reject protocol=icmp src-address=192.168.88.253

Figure shows the result of an ICMP echo (ping) that matches the rule just created.

[admin@MikroTik] > ping 192.168.88.1
Pinging 192.168.88.1 with 32 bytes of data:

Reply from 192.168.88.1: Destination net unreachable.
[admin@MikroTik] > _

Figure 12.13: ICMP Reject Results

Note the ”"Reply from 192.168.88.1 .’ portion of the text response. The ICMP type threeE] mes-
sage informs an attacker doing reconnaissance that a device is online with some kind of filtering.
That attacker can now further tailor reconnaissance attempts to unmask the device. Figure
shows the result of that same rule and test ping but with the drop action instead of reject

[admin@MikroTik] > ping 192.168.88.1
Pinging 192.168.88.1 with 32 bytes of data:

Request timed out.
[admin@MikroTik] > _

Figure 12.14: ICMP Drop Results

This is what an attacker doing reconnaissance should see - nothing at all. The difference in results
is why it’s so important to understand the consequences of using reject

Shttps://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml#
icmp-parameters-types
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12.7.9 Return

The return action sends traffic back to the chain that it was originally jumpedfrom (p. [I81). If
you have a special chain set up for traffic analysis or troubleshooting you can return traffic to the
original chain so it gets processed by the rest of its rules.

12.7.10 Tarpit

The tarpit action keeps TCP connections open and deliberately slows responses to traffic sources
that match a firewall rule. These traffic sources could be port scanners, spammers, or other unsa-
vory types. Some DDoS mitigation providers and large enterprises who deal with DDoS attacks
use tarpitting to slow them down. However with botnets numbering in the thousands or tens-of-
thousands this can have a limited effectiveness. Be aware that using tarpit keeps connections open
so applying this action on a lot of traffic places significant load on a device.

12.8 Address Lists

Address lists help you consolidate and simplify firewall rules. They can also help with the network
documentation process. Address lists are objects that firewall rules can reference made up of
individual hosts or entire subnets. An example of a network topology that can use an address list

is shown in Figure [12.T5}

HR

Switch MikroTik

/

Warehouse

Figure 12.15: Address Group Topology
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To create an address list just add an entry. If the list didn’t exist before it will be created automati-
cally. Deleting the final entry in an address list removes the list as well. The following command
creates an address list containing three subnets, each one a local network behind a router:

/ip firewall address-list

add address=192.168.1.0/24 1ist="LANs" comment=HR

add address=192.168.2.0/24 1ist="LANs" comment=Accounting
add address=192.168.3.0/24 1list="LANs" comment=Warehouse

Each network gets its own entry and comment, but they are all part of the "Local Nets” list. Entries
can be added or removed from Address Lists without changing the firewall rules that reference
them. If a new network 192.168.4.0/24vas brought online a simple /ip rewall address-list add
command adds the network to the list and all firewall rules will automatically apply. The
following command uses the address list to allow traffic out etherlfrom all those networks:

/ip firewall filter
add chain=forward src-address—-1list="LANs" out-interface=etherl action=accept
comment="LANs to WAN"

What would have taken three total rules (one for each network) now is done in one rule. This
solution scales really well as your networks grow and firewalling becomes more complex. Sorting
rules becomes easier as well, because just one rule needs to be moved up or down the firewall chain
instead of three. This kind of simplicity also helps prevent human error (and downtime).

12.9 Comments

Adding comments to firewall rules as they are built is an important step that can save time in the
future with minimal effort in the present. Having comments in place for rules also helps onboard
new network administrators faster since they don’t have to puzzle out what each rule is for. Most
examples in this part of the book feature comments, even if they are just one word like on page[I84]
Comments should be descriptive - assume someone other than yourself is reading them as you’re
creating comments. They don’t need to be overly complicated, but they should point a person who
doesn’t know the network intimately in the right direction.

WARNING: Avoid comments that require additional documentation to identify such as
”Network 17, ”Network 2”, ”Network 35, etc.

185



12.10. REVIEW QUESTIONS CHAPTER 12. FIREWALLS

12.10 Review Questions

1. Which firewall chain filters traffic inbound to the router itself?
(a) Input
(b) Forward
(c) Output
(d) NAT
2. What protocol is allowed for monitoring via the Input chain in the default firewall rules?
(a) TCP
(b) UDP
(c) IP
(d) ICMP
3. An ICMP packet notifying a sender that a host cannot be found will be a relatedpacket.
(a) True
(b) False
4. What firewall action blocks a packet without sending a reply to the sender?
(a) Reject
(b) Drop
(¢c) Jump
(d) Accept

5. Which firewall action speeds packets through the filtering process once they’ve been al-
lowed?

(a) Passthrough
(b) Jump

(c) FastPath
(d) FastTrack
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6. Rules are evaluated in alphabetical order by name in their respective chains.

10.

(a) True
(b) False
Sending a ping from the router to another device creates traffic in which firewall chain?
(a) Input
(b) Forward
(c) Output
(d) Jump Chain

Once traffic has passed in both directions between a source and destination, what type of
connection is created?

(a) New

(b) Related
(c) Established
(d) Invalid

Port scan traffic, like from a TCP SYN scan, inbound to the router can typically create what
type of connection?

(a) New
(b) Established
(c) Related
(d) Invalid
Which rule should be placed at the end of each firewall chain?
(a) Drop Invalid
(b) Drop All
(c¢) Drop Connections

(d) Drop Source Routing
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12.11 Review Answers

10.

. Which firewall chain filters traffic inbound to the router itself?

A — Input (p.

What protocol is allowed for monitoring via the Input chain in the default firewall rules?

D — ICMP (p.

. An ICMP packet notifying a sender that a host cannot be found will be a relatedpacket.

A —True (p. |178)

What firewall action blocks a packet without sending a reply to the sender?

B — Drop (p. [[80)

. Which firewall action speeds packets through the filtering process once they’ve been al-

lowed?

D — FastTrack (p. [180)

Rules are evaluated in alphabetical order by name in their respective chains.

B — False (p. [174)

. Sending a ping from the router to another device creates traffic in which firewall chain?

C — Output (p.

. Once traffic has passed in both directions between a source and destination, what type of

connection is created?

C — Established (p. [178)

. Port scan traffic, like from a TCP SYN scan, inbound to the router can typically create what

type of connection?

D — Invalid (p. [T78)

Which rule should be placed at the end of each firewall chain?
B — Drop All (p. [168)
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NAT

Network Address Translation (NAT) translates connections from one IP address to another. The
router keeps track of connections between the inside and the outside, moving traffic in a way that’s
mostly transparent to the client. It’s important to note that NAT is not routing. The function of
NAT is to simply track and translate connections.

The most common use for NAT is translating connections from private internal IPs to a single
outside public IP. Using NAT in this way satisfies the PCI-DSS requirement to not disclose private
IP addresses [3, p. 4]:

"Do not disclose private IP addresses and routing information to unauthorized par-
ties. Note: Methods to obscure IP addressing may include, but are not limited to. . . Network
Address Translation (NAT)”

Hundreds of internal clients can connect to the internet via a single publicly routed address. This
prevented the complete exhaustion of public [Pv4 addresses for quite a while, though most regions
of the world are at the point where there are very few IPv4 addresses left to allocate. Another
use for NAT is translating connections from the outside to inside resources like HTTPS or SMTP
servers. This is known as ”port forwarding”.

13.1 NAT Overview

Two types of NAT are available in RouterOS:
e Source NAT (SRC-NAT)
e Destination NAT (DST-NAT)

Bot NAT types have their uses in enterprise and service provider networks. It’s important to under-
stand what traffic directions each handles, and which NAT actions translate connections the way
you want.
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13.1.1 Source NAT

SRC-NAT handles traffic originating from inside (or behind) the router destined for an external
resource. This is most often private IPs being NAT’d out a single public IP to the internet. An
example of where SRC-NATing would occur is shown in dashed lines between the router and ISP

in Figure|13.1}

MikroTik
‘Workstation

/ etherl

~

Inbound
Outbound
N

LAN ISP
Figure 13.1: Source NAT Topology

The following command configures NAT for translating outbound connections through etherlus-
ing the masqueradection:

/ip firewall nat
add chain=srcnat action=masquerade out-interface=etherl

Most traffic that uses this rule will probably be routed by the default gateway route (p. [139).
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13.1.2 Destination NAT

DST-NAT handles traffic inbound to the router destined for an internal resource. This could be
a connection from a client outside the network that will be translated to an internal web or email
server. An example of this is shown in Figure [I3.2] with the DST-NAT translated connection in
dashed lines:

MikroTik
Server
y
[
-
- etherl
A .
: Outbound
' Inbound
: N
y 3
DMZ ISP

Figure 13.2: Destination NAT Topology

The following command would NAT inbound connections on etherlusing TCP port 800 192.168.10.100
a web server:

/ip firewall nat
add chain=dstnat action=dst-nat in-interface=etherl protocol=tcp dst-port=80

to-addresses=192.168.10.100 to-ports=80

It is considered a best practice to only NAT specific ports and protocols inbound that are absolutely
required. This is why the rule above specifies both the port and the protocol, so only HTTP traffic
will match the rule.

13.2 RFC-1918 Addresses

The addresses whose connections are translated through NAT are most often in the private ranges
defined by RFC-1918. The following networks are set aside for private internal use [21]]:

e 10.0.0.0/8: 10.0.0.0 — 10.255.255.255
e 172.16.0.0/12: 172.16.0.0 — 172.31.255.255
e 192.168.0.0/16: 192.168.0.0 — 192.168.255.255
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13.4 NAT Actions

There are a number of things NAT can do to a packet when it matches a NAT rule, though some are
only used rarely. Understanding each action allows you to handle translated connections properly
as they ingress or egress the network.

13.4.1 Accept

The Acceptaction is used in rules referred to as "NAT-Bypass” rules. Some protocols can’t func-
tion across NAT connections including IPSEC for VPNs and SIP for Voice over IP (VoIP). For
traffic that uses these protocols it’s best to put an Acceptrule in so that NAT won’t ”grab” that
traffic and break it. Packets matching a rule with this action do not get processed by NAT and
don’t passthrough to the next rule.

13.4.2 Add to Address List

This functions the same as the Firewall action on page bearing the same name. Matching
traffic is added to an Address List for monitoring purposes, or whatever else can be done with an
Address List. A timeout can be specified as well so entries don’t stay on the address list forever
(unless they should).

13.4.3 Destination NAT

The DST-NATaction translate traffic inbound to a specified IP address and port number. The fol-
lowing command uses the DST-NATaction to translate HTTP (TCP port 80) connections inbound
to 1.1.1.1to an internal server at 192.168.1.10

/ip firewall nat
add chain=dstnat action=dst-nat to-addresses=192.168.1.10 to-ports=80 protocol
=tcp dst-address=1.1.1.1 dst-port=80 comment="HTTP Server"

13.4.4 Jump

Just like the firewall Jumpaction (p. [181) the NAT version ”jumps” traffic matching a rule to
another specified chain. Once in the new chain the traffic will be evaluated in the typical top-down
fashion. The Returnaction sends traffic back to the original chain where the Jumpoccurred.
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13.4.5 Log

The Log action adds an entry to the device log about traffic that matches the rule, then passes that
traffic to the next rule. This action is very helpful when troubleshooting if traffic is matching a rule
being implemented.

13.4.6 Masquerade

MikroTik’s RouterOS documentation describes this action as a “unique subversion” of the Source
NAT action [12]]. The Masqueradection translates connections from an internal network out an
interface where a dynamic address is assigned. Unlike the SRC-NAT action, you aren’t able to
choose a specific address to use for translating connections. For most SOHO networks this is
a good solution because the local service provider typically only assigns a single public dynamic
address. The following commands configure a NAT rule that Masquerades outbound traffic through
ethert

/ip firewall nat
add chain=srcnat action=masquerade out-interface=etherl

This rule works together with a default route (p. that points outbound traffic through etherl
to a service provider gateway. Even though the router’s dynamic address might change as leases
come and go, the gateway’s address never will, so traffic will continue going out etherl It is also
the same default NAT rule referenced on page 41}

13.4.7 Netmap

One-to-one NAT is implemented with the Netmapaction. This action maps external addresses to
internal addresses, translating all connections on all ports. This is commonly used to map a group
of publicly routable addresses to corresponding servers in a DMZ.

The following rule maps all inbound traffic to the public address 1.1.1.1to a DMZ host 10.1.0.1

/ip firewall nat
add chain=dstnat action=netmap dst-address=1.1.1.1 to-addresses=10.1.0.1

13.4.8 Passthrough

This action allows traffic that matches the rule to pass through to the next. In the process of
passing the connection to the next rule the system will increment packet and byte counters. Using
this action is a good way to troubleshoot what traffic profiles are matching a NAT rule without
breaking production network flow.
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13.4.9 Redirect
The Redirectaction rewrites port numbers to whatever port the administrator specifies in the “’to-

ports’ option. For example, this action could be used to redirect external traffic to TCP port 80 to
8080 on an internal server.

13.4.10 Return

The Returnaction sends traffic back to the chain where the Jumpaction was originally used.

13.4.11 Source NAT

This action translates connections outbound from a local network using a specific external address.
If an organization has multiple static public IPs it’s possible to be very specific about which net-
works or hosts NAT via what public address. This action is not appropriate when dynamic external
addresses are assigned to the router.
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13.5 Review Questions

1. What NAT chain processes traffic inbound to the router on its way to an internal resource?
(a) SRC-NAT
(b) DST-NAT
(c) Pre-Routing
(d) Masquerade

2. In the default RouterOS configuration, which NAT action translates connections outbound
on etherl?

(a) Masquerade
(b) Passthrough
(c) Drop

(d) Accept

3. What NAT action should be used for traffic between subnets that is passed over an IPSEC
tunnel?

(a) Masquerade
(b) Passthrough
(c) Drop
(d) Accept
4. NAT is used on IPv6 networks.
(a) True
(b) False

5. Which address will masquerad@NAT traffic appear to originate, from the perspective of a
web server on the internet?

(a) LAN private address
(b) LAN public address

(c) WAN public address
(d) WAN private address
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6. What NAT action maps an external port to a different port for a public resource hosted in a
DMZ?

(a) Masquerade
(b) SRC-NAT
(c) Redirect
(d) OSPF
7. Which NAT action maps an external public IP address to an internal private IP address?
(a) Netmap
(b) Redirect
(c) Masquerade
(d) Translate
8. Which RFC set aside private internal [Pv4 ranges?
(a) RFC-1917
(b) RFC-1918
(c) RFC-1919
(d) RFC-1920

9. Which subnet is configured as the internal network that is translated outbound via NAT in
the default RouterOS configuration?

(a) 192.168.0.0/24
(b) 192.168.1.0/24
(c) 192.168.88.0/24
(d) 192.168.81.0/24
10. IPSEC uses NAT to hide IP addresses for security.
(a) True
(b) False
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13.6 Review Answers

1. What NAT chain processes traffic inbound to the router on its way to an internal resource?
B — DST-NAT (p. [I91)

2. In the default RouterOS configuration, which NAT action translates connections outbound
on ether®

A —Masquerade (p. [194)

3. What NAT action should be used for traffic between subnets that is passed over an IPSEC
tunnel?

D — Accept (p.[193)
4. NAT is used on IPv6 networks.
B — False (p. [189)

5. Which address will NAT traffic appear to originate, from the perspective of a web server on
the internet?

C — WAN public address (p. [I89)

6. What NAT action maps an external port to a different port for a public resource hosted in a
DMZ?

C — Redirect (p. [I95))

7. Which NAT action maps an external public IP address to an internal private IP address?
A — Netmap (p.

8. Which RFC set aside private internal IPv4 ranges?
B — RFC-1918 (p. [191)

9. Which subnet is configured as the internal network that is translated outbound via NAT in
the default RouterOS configuration?

C -192.168.88.0/24 (p. A1)
10. IPSEC uses NAT to hide IP addresses for security.

B — False (p. [193)
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The Nstremeprotocol is proprietary to MikroTik and is designed for high-performance point-to-
point links. It combines the Carrier-Sense Multiple Access with Collision Avoidance (CSMA-CA)
used in 802.11 with additional polling. This polling adds some overhead to the wireless network
but can allow for decreased collisions and improved throughput [15]. Bear in mind that 802.11
hosts cannot join a Nstremenetwork.

The Nv2 protocol is the successor to Nstreme This newer protocol uses Time-Division Multiple
Access (TDMA) multiplexing instead of CSMA-CA used in 802.11 and Nstremenetworks. It also
does away with the polling because it’s no longer necessary. Each AP gets its own dedicated time
slots for transmitting with NStemeso connections can be quite robust. However, this protocol can
only be used between two MikroTik units and it only works on Atheros-brand wireless chipsets
[15]. Just like with Nstreme®802.11 hosts cannot join an Nv2network.

14.2 802.11 Wireless Standards

The IEEE 802.11 standard governs physical and data-link wireless network communications. Wire-
less network technologies are often known as WLAN (Wireless LAN) or Wi-Fi. "Wi-Fi” is a trade-
mark of the non-profit Wi-Fi Alliance[] that certifies devices as compliant with existing and draft
standards.

Standard | Frequency Band | Speeds Multiplexing
802.11a | SGHz 6-54 Mbit/s OFDM
802.11b | 2.4 GHz 1-11 Mbit/s DSSS

802.11¢g 2.4 GHz 6-54 Mbit/s OFDM
802.11n | 2.4 and 5 GHz Up to 150 Mbit/s | MIMO-OFDM
802.11ac | 5 GHz Up to 7 Gbit/s MIMO-OFDM

Table 14.1: 802.11 Wireless Standards

14.3 Frequency Bands

Wireless network equipment often runs in unlicensed frequency bands that are set aside in many
countries for industry use. This means that WLAN equipment is subject to interference on those
bands, and they must not utilized reserved frequencies unless specifically licensed. Some high-
speed microwave backhaul connections utilize higher power or other frequencies that require a
license but those fall outside the scope of this book.

Frequency ranges have been set aside in the United States and around the world for WLAN and
other industry use. This includes the Industrial, Scientific, and Medical (ISM) band in the United
States and Unlicensed National Information Infrastructure (U-NII) globally. Wireless transmit
power is limited to one Watt without additional licenses to operate in most countries. Table |14.2]
lon the following page|shows the frequency bands for both ISM and U-NII:

"https://www.wi-fi.org
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Frequency Band | Frequency Range
ISM 2.4-2.5GHz
U-NII 5.150 - 5.925 GHz

Table 14.2: Wireless Frequency Ranges

Other wireless bands are often used by WISPs for point-to-point backhauls between buildings or
towers. These networks operate at various frequencies that don’t require a license like 900MHz,
24GHz, or 60GHz. For the purposes of the MTCNA only the ISM and U-NII bands are important.

144 ISM

The ISM frequency band was set aside globally in the 1940’s to accommodate devices we now take
for granted [22]]. This includes the 2.4-2.5 Gigahertz (GHz) band used for wireless networking,
though there are other bands set aside in ISM. Versions of the 802.11 wireless standard that utilize
the ISM band include 802.11b, 802.11g, and 802.11n.

Omni-directional devices operating in this band are free to utilize the spectrum at one Watt of
transmit power or less, and fixed directional devices may use up to four Watts in the United States.
Regardless of antenna type they must accept interference from other devices in the ISM band. This
means that non-networking products like microwave ovens, baby monitors, and Bluetooth headsets
can interfere with network traffic. Over the years the ISM band has become increasingly crowded
as more mobile devices come online. Many modern devices utilize more than just the ISM band
for wireless networking to cope with the crowded frequency space.

14.5 U-NII

The U-NII band occupies the 5.150-5.925 GHz spectrum. Wireless standards 802.11a and 802.11n
occupy this space, as well as the newer 802.11ac standard. While the higher frequency allows for
more data throughput than in the ISM band it is more susceptible to attenuation from obstructions.
Most modern wireless devices can use both the ISM and U-NII bands to optimize connectivity.

14.6 DFS

The Dynamic Frequency Selection (DFS) feature implements government-mandated avoidance of
frequencies used by military, aviation, and weather radar systems in the SGHz band. If radar signals
are detected on a channel that the MikroTik device is operating in DFS functionality takes over.
The wireless device will disassociate connected clients, pick a new frequency, and shift wireless
operation. Ideally this process is seamless, though in practice not all clients handle the transition
well. In the United States as of 2016 DFS functionality is no longer optional, and wireless device
makers who participate in the U.S. market have had to accommodate this requirement.
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Standard | Non-Overlapping Channels
802.11a 36, 40, 44, 48, 149, 153, 157, 161 (Non-DFS only)
802.11b 1,6,11, 14
802.11¢g 1,6, 11
802.11n None
802.11ac | Depends on channel size
Table 14.3: 802.11 Non-Overlapping Channels (U.S.)

It’s difficult to list non-overlapping channels for 802.11ac because available channel widths vary
significantly. The 802.11ac standard allows for 20, 40, 80, and 160 Megahertz (MHz) channel
widths. Larger channel widths allow for higher speeds but leave little or no room for other APs
in close proximity to use non-overlapping channels. For this reason channel width and available
speed must be balanced with AP density and physical spacing.

For all 802.11 standards overlapping channels can be used in close proximity but it should be
avoided if possible. Modern wireless networks include APs in the ISM and U-NII bands to balance
spectrum usage. Many hardware manufacturers like Atheros also include proprietary features like
Adaptive Noise Immunity compensate for interference and crowded frequencies. Even with extra
features built into hardware it’s a good idea to plan for non-overlapping channels first and space
APs appropriately. Once you’ve figured out which channels to use and installed the APs then
implement those extra features.

NOTE: To see which channels are in use around your location use the Wireless Snooper
tool on page[214]

14.8 Wireless Scanner

RouterOS includes a tool for wireless scanning that can show what access points and clients are
in the area and which frequencies are in-use. Knowing which parts of the available spectrum are
congested can help you maximize wireless performance. Recently a new feature was introduced
in RouterOS that allows for wireless scanning while clients remain connected to an AP. On-the-fly
wireless scanning for troubleshooting and optimization is much easier now. Figure
shows the wireless scanner running with the ”background=y€&$option:
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[admin@MikroTik] > /interface wireless scan wlanl background=yes
Flags: A - active, P - privacy, R - routeros-network, N - nstreme, T - tdma, W
- wds, B - bridge

ADDRESS SSID CHANNEL SIG
AP 50:6A:03:8A:F0:B6 8AF0B6 2412/20/gn (30dBm) =90
AP E4:F4:C6:19:71:DC NETGEAR92 2427/20/gn (30dBm) -84
A 00:80:E1:B8:34:5C WiFi_B8345C 2437/20/g(30dBm) -49
P A0:63:91:E1:3F:A3 dogewireless 2437/20/gn (30dBm) -84
AP 9C:AD:97:E2:AF:CE E2AFCE-2.4G 2412/20/gn (30dBm) -90
AP 10:78:5B:46:2B:31 NETGEAR87 2412/20/gn (30dBm) -88
P 78:23:AE:86:1F:29 861F29 2437/20/gn (30dBm) -89
AP C0:C5:22:05:81:4A 05814A 2412/20/gn (30dBm) -92
P A4:2B:8C:9C:43:F4 NETGEARS85S 2442/20/gn (30dBm) -88
P 6A:54:FD:D3:A5:35 2427/20/gn (30dBm) -78
AP C0:C5:22:D5:0D:55 D50D55 2462/20/gn (30dBm) -89
AP 10:0D:7F:DC:EQ0:20 DCEO020 2462/20/gn (30dBm) -84
AP 5C:8F:E0:2B:5C:24 2B5C24 2437/20/gn (30dBm) -89
—— [Q quit|D dump|C-z pause]

Figure 14.3: Wireless Scanner Running

The same tool is available in Winbox with the ability to sort values in the different columns. Click
”Wireless> WLAN Interface> Scary to access the graphical tool. Figure [14.4 on the following]
shows the scanner tool running in Winbox:
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16.5 MAC Server

The MAC Server allows connections to RouterOS devices without L3 addresses assigned. This
can be very helpful during device provisioning, or if a misconfiguration causes loss of a routed
connection.

16.5.1 MAC Server Settings

MAC Server settings control if the device can receive Winbox, Telnet, and Ping connections over
L2. The MAC server is running and will accept L2 connections on all interfaces as shown in
Figure|16.8

[admin@MikroTik] > /tool mac-server print
Flags: X - disabled, * - default

# INTERFACE

0 = all

[admin@MikroTik] > _

Figure 16.8: MAC Server Enabled

The default configuration for accepting Winbox connections over L2 is also shown in Figure [16.9
An earlier example of MAC Winbox connecting over an L2 link is shown on page Again it is
configured to accept connections on all interfaces.

[admin@MikroTik] > /tool mac-server mac-winbox print
Flags: X - disabled, * - default

# INTERFACE

0 =« all

[admin@MikroTik] > _

Figure 16.9: MAC Winbox Server Enabled

NOTE: It’s recommended that the MAC Telnet, Winbox, and Ping services be limited to
trusted internal networks or be disabled entirely for security.

16.5.2 MAC Ping

With MAC Ping enabled it’s possible for one host to ping the MAC address of another. This can
be very useful when IP connectivity has been lost and administrators need to test if devices are still
connected and powered on. Commands shown in Figure[16.10 on the next page|enable this feature
on a device and confirm it’s turned on:
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[admin@MikroTik] > /tool mac-server ping

[admin@MikroTik] /tool mac-server ping> set enabled=yes
[admin@MikroTik] /tool mac-server ping> print

enabled: yes

[admin@MikroTik] /tool mac-server ping> _

Figure 16.10: Enabling MAC-Server Ping

16.5.3 MAC Telnet

The MAC Telnet tool allows for Telnet sessions to be established using only L2 addresses. Unlike
the /system sshlient no IP addresses need to be assigned for this to work. In Winbox the client
can be accessed via the Toolsmenu under Telnet then select the MAC Telnetradio button.

NOTE: It’s easier to copy-paste MAC addresses from the Neighbor Discovery window or
”[ip neighbor print’ output than it is to type them by hand.

16.6 Netwatch

The netwatchtool monitors host reachability and leverages RouterOS scripting to react to an event.
The router checks if a host is up by sending an ICMP echo (ping) to its address. Netwatch can
trigger scripts when hosts go down and aren’t reachable, or come back online and reply to pings.
This could include scripts to log a network event, send an emails and text messages, or trigger
route updates. Scripting and programming concepts are beyond the scope of the MTCNA but
some simple monitoring can be set up easily. For example, to check every 30 seconds and log
when the 192.168.10.100 host goes down use the following commands:

/system script
add name=monitor_down source="/log info \"192.168.10.100 down!\";"

/tool netwatch
add host=192.168.10.100 down-script=monitor_down interval=30s

NOTE: Backslashes (”\”) are used to escapehe double-quotes. This is done so they don’t
break up the command text in the wrong places.

To log connectivity loss with 192.168.10.10@b a centralized server an SNMP trap could also be
sent.
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16.7 Packet Sniffer

The packet sniffettool captures network traffic off an interface. The capture format is the typical
.pcapand can be read by Wireshar tcpdum and other tools. Set the capture options, start the
capture, and stop it after the file is full or you’re satisfied with the amount of traffic.

Use the commands in Figure [16.11]to capture traffic on interface etherlin a PCAP file from the
console:

[admin@MikroTik] > [tool sniffer

[admin@MikroTik] /tool sniffer> set file-name=traffic.pcap filter-interface=
etherl

[admin@MikroTik] /tool sniffer> start

[admin@MikroTik] /tool sniffer> stop

[

admin@MikroTik] /tool sniffer> ffile print where type ~"pcap"
# NAME TYPE SIZE CREATION-TIME
0 traffic.pcap .pcap file 6.0KiB oct/29/2017 16:32:33

[admin@MikroTik] /tool sniffer> _

Figure 16.11: Packet Sniffer

Starting and stopping the command with the same ”” le-name=. ..” option will overwrite the named
file automatically if it exists. The tool is also available with additional display options in Winbox
as shown in Figure(16.12 on the next page}:

nttps://www.wireshark.org/
Shttp://www.tcpdump.org/
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Figure 16.13: Packet Sniffer Streaming

Figure shows the contents of an offline PCAP file captured via the sniffer tool and opened in
Wireshark:

Figure 16.14: PCAP File In Wireshark

Maximum file size is specified in Kilobytes with the le-limit=... option. It’s also possible to
capture only the headers of the packets and not their payloads if you only need traffic sources and
destinations. Use only-headersike in the following commands to get just header information:

/tool sniffer

set file-name=traffic.pcap filter-interface=etherl only-headers
start

stop
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16.10.1 Enable RoMON

RoMON must first be enabled on a device to participate in the overlay network. Use the following
command to enable ROMON in RouterOS:

/tool romon set enabled=yes

16.10.2 RoMON Secrets

RoMON runs and creates an overlay network with no authentication under the default settings.
This is very convenient for bootstrapping a network and getting everything configured, but it’s
detrimental to your long-term security posture. RoMON can be secured by using secretsthat
ensure the con dentiality and integrity of your ROMON connections. Multiple secrets can be
configured using comma-separated strings in the following command:

/tool romon
set secrets=secretl, secret2, secret3

These secrets are viewable in plaintext by using a ”print” command, so don’t use a sensitive pass-
word as a RoMON secret. Using multiple secrets can be helpful when integrating two MikroTik
networks together.

16.10.3 RoMON Interfaces

ROMON is allowed to run on all interfaces with an unmodified configuration. This is set in a rule
that cannot be deleted or disabled, though it can be changed. RoMON should not be allowed to
run on interfaces that connect to service providers or clients like desktops or mobile devices. The
default rule will be updated to forbid all interfaces, then we’ll selectively allow some interfaces
like ether2to run ROMON with the following commands:

/tool romon
port 0 forbid=yes
port add interface=ether2 forbid=no

Run the final command above for any interface that should be part of the overlay network. Allow
RoMON to run on point-to-point links between MikroTik devices, and on management ports for
network administrators.

16.10.4 Discovery

Routers participating in ROMON can be told to discover their ROMON neighbors. The command
to initiate discovery is “’/tool romon discoveét, and it will continue running until [Q] is pressed. The
results of the discovery are shown for the CLI in Figure [16.20 on the next page| and for Winbox in
Figure|16.21 on the next pagel
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The connection was refused because Telnet has been disabled on that device per best practices in
favor of SSH [?]. To access the same Telnet and SSH client tools (respectively) from the command
line use the following commands:

/system telnet 192.168.56.101
/system ssh user=admin 192.168.56.101

16.12 Traceroute

Traceroute works by sending ICMP echoes to a destination address with progressively longer TTL
values. Each echo makes it further down the routed path before exceeding the TTL and triggering
an ICMP “Time Exceeded” respons In this way the router is able to parse out the ICMP re-
sponses and infer the path that the traffic is taking. Traffic may take different paths if the network
changes or is load-balanced, so the output of identical traceroutecommands may not be the same
over time. Results of a successful tracerouteto example.comre shown in Figure [16.23

[admin@MikroTik] > /tool traceroute example.com

# ADDRESS LOSS SENT LAST AVG BEST WORST STD—DEV STATUS
1 10.4.128.1 10% 14 74ms 7.8 6.8 9.6 0.9

2 100.127.40.240 0% 14 9ms 9 7.6 10.7 0.8

3 172.22.51.104 0% 14 94ms 104 9.1 14.5 14

4 68.1.4.139 0% 14 19.6ms 17.5 15.2 20.5 2.1

5 184.187.207.206 0% 14 17.9ms 18.6 17.3 23.5 1.5

6 152.195.65.135 0% 14 159ms 16.5 15.1 20.4 1.4

7 93.184.216.34 0% 14 16.2ms 16.3 15.1 19.6 1.1

—— [Q quit|D dump|C—z pause]

Figure 16.23: CLI Traceroute Usage

16.12.1 Traceroute Usage

The traceroute tool can be used with the following commands and tweaked with command options:

/tool

traceroute example.com

traceroute 192.168.1.1

traceroute max—hops=10 example.com

traceroute max-hops=30 timeout=10s 192.168.1.1

Other options exist to specify a different protocol, source address, routing table, and more. This
makes traceroutea very versatile troubleshooting tool but there are limitations.

TICMP Type 11, Code 0
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16.12.2 Traceroute Limitations

Traceroute does a great job parsing out the path of typical routed traffic but once a packet traverses
certain tunnels or connections it becomes less useful. IPSEC tunnels and MPLS connections don’t
typically appear in tracerouteoutput because the networks beneath those connections are trans-
parent. IPSEC uses policies (not routing) to make decisions about traffic. MPLS is a different
technology entirely, using labels and a separate forwarding table to determine the best path for
traffic to take. Traceroute doesn’t get the expected ICMP replies from these kinds of paths so
multiple hops may be missing from output.

Network operators who filter ICMP can also interfere with the operation of traceroute While
ICMP is an essential part of any working network it can also be leveraged for DDoS attacks.
For that reason some operators filter outbound ICMP, meaning that while a hop is successfully
traversed traceroutenever gets an ICMP message back and you don’t get to see that hop. An
example of missing hops is shown in Figure [[6.24] A traceroute to an IP address seems to fail on
hop five though the tracerouteis actually successful.

[admin@MikroTik] > /tool traceroute 4.2.2.2

# ADDRESS LOSS SENT LAST AVG BEST WORST STD—DEV STATUS
1 10.4.128.1 0% 4 83ms 7.9 7.3 8.3 0.4

2 100.127.40.240 0% 4 82ms 8.7 8.2 9.2 0.4

3 172.22.51.104 0% 4 14.6ms 11.1 9.6 14.6 2.1

4 4.26.66.25 0% 4 15.7ms 16.2 14.7 18.3 1.3

5 100% 4 timeout

6 4222 0% 3 19.6ms 22.7 19.6 27.1 3.2

[admin@MikroTik] > _

Figure 16.24: Traceroute Missing Hops

This kind of limitation doesn’t mean traceroute is useless in modern networks but it does mean that
the output should be scrutinized.

16.13 Bandwidth Test Server

The bandwidth test server is the server-side component of the bandwidth testing tool. When a
bandwidth test client connects to a server and begins a bandwidth test it saturates the network
link(s) between the two. This tells you the available bandwidth and robustness of the network
between the client and server. By default this feature is enabled, though it should be disabled on
production networks when not in use. Figure|[16.25 on the next page|shows the available options.
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We have an unformatted, unlabeled disk at the moment. Use the command to format and label the
storage drive shown in Figure 18.9 so it’s usable.

WARNING: The command that formats the drive does not ask for additional confirmation.
Ensure you’re formatting the correct drive number!

[admin@MikroTik] > /disk format-drive O label=Dude file-system=ext3
formatted: 8%
—— [Q quit|D dump|C-z pause]

Figure 18.9: Disk Formatting

Having a good label ensures the disk won’t be accidentally deleted. MikroTik recommends using
the Ext3 file system for storing Dude monitoring data so we’re in-line with their recommended
practices. Figure|18.10[shows the result of a successful formatting operation:

[admin@MikroTik] > /disk print detall

0 name="diskl" label="Dude" type=ext3 disk="Virtual Disk" free=125.9GiB size
=127.0GiB

[admin@MikroTik] > _

Figure 18.10: Properly Formatted Disk

Make note of the name ”diskI’ because it will be used in the following section.

18.5.2 Manage Services

Even with the Dude package installed it won’t be running by default. The service must be enabled
and pointed to the storage location for monitoring data. This is why we formatted the storage drive
before enabling the Dude service. Use the following command to enable Dude services and use
the newly-formatted storage drive:

/dude set enabled=yes data-directory=diskl

The command in Figure|18.11|confirms the service is running and data will be logged to the correct
drive:

[admin@MikroTik] > /dude print
enabled: yes
data-directory: diskl
status: running
[admin@MikroTik] > _

Figure 18.11: Dude Status
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At this point we’re ready to transition to the Dude client and begin monitoring devices and net-
works.

18.6 Dude Client

Complete the following steps to begin running the Dude client on a Microsoft Windows host or in
Linux with an emulator like WINE:

1. Download the Dude Client with the same version number as the Dude Server from the fol-
lowing URL:

https://mikrotik.com/download
2. Install the downloaded executable
3. Launch the newly installed Dude client

4. Enter the IP address, username, and password for your CHR instance created previously.
The username and password are for the local RouterOS credentials on the CHR.

5. Click Connect
6. Verify the login window displays ”Getting stuff’ while it downloads data from the server

The client should open to a blank map and an auto-discovery window that we’ll use in the next
section.

292


https://mikrotik.com/download















https://www.winehq.org/
















CHAPTER 18. THE DUDE 18.13. MAPS

18.13 Maps

Maps provide you with a graphical layout of devices and their status. Maps can give a high-level
overview of entire networks, or be very granular and show status at the device level. Overview
networks are great for NOC displays, and for use by non-technical managers and decision-makers.
More specific maps showing infrastructure devices and critical links can be used by network ad-
ministrators and engineers.

Each Dude server is pre-configured with a ”Local’ network map. It’s possible to build out com-
pletely separate maps and to nest maps within maps (submaps). How many maps you have will
depend on how your organization is structured and how you monitor your infrastructure. It’s easy
to start with the default map and evolve the layouts and networks as you go.

18.13.1 Network Submaps

Submaps nest one map inside another. On networks with many locations and hundreds of devices
having just one map becomes unmanageable. Adding submaps is easy, as shown in Figure |[18.25

Figure 18.25: Adding Submaps

Give each submap a useful name. Once it’s created you can add devices just like any other map.
Submaps are displayed with their name and three numbers that show the following metrics:

1. Devices Up

2. Devices Partially Down
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3. Click the first device
4. Drag the line to the second device and release the mouse button
5. Specify the link’s details in the Add Linkwindow:
(a) For a basic line link:
i. Select Simpleunder the Mastering Typanenu
(b) For SNMP-only link monitoring:
i. Select SNMPunder the Mastering Typenenu
ii. Select the interface on one side of the connection under the Interfacemenu
(c) For RouterOS link monitoring:
i. Select RouterOSinder the Mastering Typeamenu
ii. Select the interface on one side of the connection under the Interfacemenu
6. Enter the maximum possible speed of the link in bits per second (optional)
7. Choose the connection type under the Typemenu
8. Click Finish

Links that are created without any other options are simplelinks.

18.15 Performance Charts

While the Dude monitors whether devices are up or down, it also collects quantitative performance
data for each device in the background. Performance charts display graphs over time for the
following data:

1. Monitored network service latency
2. CPU usage

3. RAM usage

4. Storage usage

5. Interface throughput

Having this data graphed over time can help you create a network performance baseline and iden-
tify trends. With a good performance baseline administrators can more easily spot abnormal net-
work conditions. Use the following steps to create a performance chart in the Dude Client:

1. Double-click the Chartsitem in the left pane
2. Click the red Addbutton
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3. In the new window give the chart a useful name

4. Click the OK button

5. Double-click the newly created chart

6. Click the red Addbutton

7. Select a data source from the Sourcemenu

8. Adjust the line style, thickness, and opacity if needed

9. Repeat the three steps above for each data source in the chart

For charts with multiple data sources it’s important to group similar types of data that share the
same approximate value ranges. Very small values on the same graph with very large values will
render the former unreadable.
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18.16 Review Questions

1. What default UDP port does Syslog run on?
(a) 500
(b) 507
(c) 514
(d) 521
2. Which version of SNMP supports authentication and encryption?
(a) None
(b) vl
(c) v2c
(d) v3
3. The storage bus of the first drive on the Dude server must be what type?
(a) IDE
(b) SCSI
(c) SATA
(d) SAS
4. In Microsoft Hyper-V, the Dude server VM must be set to Generation Two.
(a) True
(b) False
5. What format type does MikroTik recommend for Dude data storage?
(a) NTFS
(b) FAT-32
(c) Ext2
(d) Ext3
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6. Which status will be assigned to devices that only respond on some monitored services or

10.

protocols?

(a) Partially Down
(b) Down

(c) Offline

(d) Partially Up

Monitored devices that are online but unreachable by the Dude server will remain in a green

state on the network map.
(a) True
(b) False

Which link mastering type will still show throughput without devices at either end being

RouterOS instances?
(a) SNMP
(b) RouterOS
(c) Simple
(d) Enhanced

Performance charts are able to display more than one data point over time on a single chart.
(a) True
(b) False

A submap showing the metrics ’2/0/0’ indicates what?
(a) Two devices up, zero down, zero partially down
(b) Two devices down, zero partially down, zero up
(c) Two devices partially down, zero down, zero up

(d) Two devices up, zero partially down, zero down
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18.17 Review Answers

10.

. What default UDP port does Syslog run on?

C - 514 (p.[296)

Which version of SNMP supports authentication and encryption?

D - v3 (p.273)

. The storage bus of the first drive on the Dude server must be what type?

A - IDE (p. 2%4)

In Microsoft Hyper-V, the Dude server VM must be set to Generation Two.

B — False (p. [284)

. What format type does MikroTik recommend for Dude data storage?

D — Ext3 (p. 291))

Which status will be assigned to devices that only respond on some monitored services or
protocols?

A — Partially Down (p. [301])

. Monitored devices that are online but unreachable by the Dude server will remain in a green

state on the network map.

B — False (p. [301))

. Which link mastering type will still show throughput without devices at either end being

RouterOS instances?

A — SNMP (p. [306)

Performance charts are able to display more than one data point over time on a single chart.

A —True (p. |308)

A submap showing the metrics ”2/0/0’ indicates what?

D — Two devices up, zero partially down, zero down (p. [303)
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